KeyStack SE

PykoBOCTBO agMUHUCTpATOPA



2025

Conep:xanue
L. BBEJIEHUE ..ottt sttt sttt st sttt s be e 5
2. HABHAYEHHUE U YCJIOBUSA ITPUMEHEHUA 110 «KeyStack SE» ....cccoevvveiiiiiieiienee, 6
2.1 Ha3znaueHue U OMUCAHUE QYHKITTH OC30TIACHOCTH ......veenvreenreenereenreeeeesnreeseesseenseessseeseensnes 6
2.2 Cpena QYHKITTOHUPOBAHFI .......eeuveeereereenereereenseeeseesseesseenseesseesseesssesnseesssessseesssessseessnes 6
2.3  TpeOoBaHUSA K IPOTPAMMHOMY OOCCTICUCHIIO.........veeereeureesreenreenseesnreeseessseesseessseenseessns 7
2.4  TpeboBanus k cermenrtanuu cetu npu Hactpoiike 1O «KeyStack SE»........ccccovveeenens 8
3. JTEHUCTBUS IO TIPUEMEKE ..........cocooiieiieeeeeeeeeeeeeeeeeeeeee s eeses e 12
4. JIEMCTBUS 11O BE3OTIACHOW YCTAHOBKE Y HACTPOUWKE CPEJICTBA ........... 13
4.1  YKa3aHUS O IKCTUTYATALIHH ....uvvveenrreennreeeireeenaseessseesnsseessseesnseesseessseesssseessnseesnnseesnnne 13
4.2 VeranoBKA [TO «KeyStack SEX ....viiiiiiiiiiiiciieeeeee ettt 13
4.2.1 LICTEBAST QY IHTOPHS . ....eeeuvreeeuireerireenuteensseeeniseesnaseesaseessseessseesseeesseeessseeesseesssessnsses 13
4.2.2 COCTAB TUCTPHOYTHBA ......uveeuvreereereennreeueenseeaseenseessseesssessseenseessseesseessesnseessseenseessseenns 13
4.2.3 Coznanne QCOW?2 o6paza u3 ISO obpaza Platform V SberLinux OS Server............ 14
4.2.4 TIoATOTOBKA CEPBEPHON HHPPACTPYKTYPBL «.cvvvienrieeerieereenreenseeanseenseesseenseessseenseessseenne 15
4.2.5 YCTaHOBKA U HACTPOUKA KOMITOHEHTOB. ....ccuveeeerreerereerureesureesureesneeesnseeesseessnseesnnses 17
4.2.5.1 YeranoBka KeyStack LCM ......ooouiiiiiiiiiiiiciieeee et 17
4.2.5.2 TlogrotoBka baremetal-y310B /i ycTaHOBKH KeyStack..........coocvevvenviieniiennnnnn. 20
4.2.5.3 COBTAHME PETHOHA. ...ccuvveerurreenuireenurreenueeenuseeeniseesnsseessseesnsseesseessseesssseessseesssseesns 26
4.2.5.4 Pa3BEPTHIBAHUE CETH PETHOHA ....eeuuvreeurreeureeenureeeureesureesureesseeesseessseessseessseesns 37
4.2.6 TonkimoueHre U HACTPOIKA CXIL.....vviiriiiiiiiiieiiieeiieeeceeee et 38
4.2.7 TIOAKITFOUEHUE CITYIKEOHBIX CEPBUCOB ... ..eeuvreeerieneeeanreensreenseenseesnseenseesseenseessseenseessseenns 42
4.2.7.1 lloaxmouenue [lopTana aAMUHUCTPATHPOBAHMSL. .......vveeenrreerrreenrreenreeenneeennreeens 42
4.2.7.2 TIoAKITIOUEHUE CEPBUCOB MOHUTOPHHTA ....veeenereeenireennireesireesueeesseesnsseessseessnseesns 43
4.2.7.3 TIOAKITIOUEHUE CEPBUCOB AYIHTA . ....eeeuvreerereeenureenureenureesureesseeesseessseessseessnseesns 45
4.2.8 IIpoBepka pabOTOCTIOCOOHOCTH CHCTEMBI .........eerueeeureeereenreeseesnseenseesseenseesssesnseessseenns 48
4.2.9 Coznanue pe3epBHON KOMUU LCM-CEPBEPA ...ccuvveeeniiiiiiiieiiiieciieeeiieeeite et 48

2



4.2.10 Boccranonenue LCM-cepBepa U3 PE3EPBHOM KOTIHH ........eeruvreeruveeerureeenneeenseesnnnens 48

4.2.11 Hacrpoiika ayauta jgoroB B OpenSearch Dashboards...........cccceveviiniiniiicniencnnene. 49
4.3 TIOATOTOBKA K PABOTE .......oiiiiiieieeeee ettt 51
5.1  TIpoBepKa COOTBETCTBHS TPEOOBAHUMM ......cccuverurrenrrenereeeeennreeseensseenseesnseeseesssesnseesnseenne 51
5.2 TloarotoBka 1O «KeyStack SE» K PAOOTE .....ccceeevviiiiiiiieiiieiieeieeieeete et 51
5.3  TloakmoueHue K [TOPTaTy aAMUHUCTPATOPA . .eeeuvreerereeerireeeireeniieesireesseeesseesnaseesnneens 51
5. TIPMHIUIIBI BE3OITACHOI PABOTHI ITO «KeyStack SE» .......c.oveveieereeereiereeennnns 66
6.1 3ammra [1O «KeyStack SE» 0T HeCAHKIMOHMPOBAHHOIO JOCTYMNA..........cccuveennee. 66
6.  ABAPUMHBIE CUTYALIL..........coovooeeeeeeeeeeeeeeeeeeeeesee s ees e 68
7.1 COOU M OUTHOKH IKCTUTYATALIHM ....evvveenreeereensrensseenseensseensaesssesnseesssesnseessseensessssesnseesssennns 68
7.2 TIpUBHAKH HATTHIHS COOCB ....ccuveetrerurientieniteenseensteeueessseeseessseeseesssesseessseenseesssesnseesnsennne 68
7.3 JICHCTBUS TIPU HATHUHHU COOCB .....eevuiienrieeiiieiieeiieeiiesiteetaessteeseessseeseessseenseesssesseessseenne 68
[Topsimok IpOBEpKH CEPBUCOB MPH aBAPUUHOM TepekTtoueHuH (failover)........ccceveeneennee. 68
[TpoBepka coctosiHus Kiaactepa RabbitMQ.......cooviviiiiiiiiiiiiieiee e 68
[Mafituraiin o 3aunctke RabbitMQ U pECTAPTY CEPBHUCOB .......eevieeireeiieeiieenieenireeveeeeeeenne 69
[TpoBepka coctosiHus Kaactepa MariaDB..........oocoiiiiiiiiiiiiiice e 69
ITpoBepka BCIIOMOTATEIBHBIX KOMITOHEHTOB MOHUTOPHHTA M JIOTHPOBAHU........eenenee.. 70
[Tory4nTh CIUCOK COCTOSIHUI KOMIIOHEHTOB cepBrca nova B OpenStack........................ 70
ITpoBepka *ypHaJIOB KOMIIOHEHTOB neutron Ha MPEeaMET aKTyaJIbHBIX OIIHOOK.................. 71
Failover 0THOTO YIIPABIISIOIIETO Y3TTA..uveeuveererreeurenieenteeeesitesseenseessenseensesseesseensesssesseensessenne 71
Failover IBYX YIPABIISIOIIHX Y3ITOB.....cueeurerueenteeuerutenteesesisenseenseestenseensesssesseensessesseensessenne 72
Failover BCeX YIPABIISIOIIMX Y3ITOB ....ceuveeureruieteeuenirenseesesitesseensesssenseensesssesseesesnsesseensessenne 72
Failover BEIUHUCTUTEIIEHOTO Y3TIA.....ceeuveetierereenseenureeseensreenseessaeeseesssesnseesssesnseessseenseessseenne 72
YcrpaHeHne HeHCpaBHOCTEH MPHU CO3aHUN/BOCCTAaHOBIICHUHN pe3epBHOU komuu LCM-cepBepa
....................................................................................................................................................... 73
TIPHIMEUAHIIS .....coveiiiiiiieeieete ettt ettt et et e a e st e s bt e et e sbeeeteesate e bt enseeeaneens 74



0]0)

110

OI1

CYB/[

X1

OCTDOK Poccun
LCM

BMC

BM, VM

Coxkpamenus

OOBEKT OLEHKH

[TporpammHoe obecnieueHune

O6naunas miardopma

Cuctema yrnipaBiieHUs 0a3aMU TaHHBIX

Cuctema XpaHEHUs TaHHBIX

denepanbHas Ciry:k0a 10 TEXHHYECKOMY U 3KCIIOPTHOMY KOHTpoto Poccun
(anrm. Life-Cycle Manager), Cucrema ynpaBieHUs] HHCTAISALHSIMA
(ax3emmspamn) [10 «KeyStack SE»

(anrn. Baseboard Management Controller), Kontpomnep ynpasnenus
MAaTEpPUHCKOM IUIaTOU cepBepa

Bupryanbnas mamvnza



1. BBEJAEHUE

WNnentudukanus 1o0KyMeHTa

HaumenoBanue [Tporpammuoe obecnieuenne «Obmaunas miatpopma KeyStack SE v.1».
JTOKyMEHTa PykxoBoacTBO agMHHUCTpaTOpa

Bepcus nokymenta  Bepcus 1.0

O0o3HaueHue 1087746411378.62.01.29.000.001 91

JIOKyMEHTa

WUnentuduxauus OO 1Iporpammuoe obecnieuenne «Ob6naunas miardopma KeyStack SE v.1».
(ITO «KeyStack SE»)

YpOBEHB I0BEpHSI ITO «KeyStack SE» cooTBeTCTBYET 4 yPOBHIO 10BEPHS, B COOTBETCTBHH C

TpeboBanusiMu o 6€30MaCHOCTH WH(POPMALINH, YCTAHABIMBAIOIIUMHU
YPOBHHU JOBEpHUS K CPECTBAM TEXHUUECKOH 3alIUThl MH)OPMAIIIH U
cpeacTBaM obecriedeHrs: 6e30MacHOCTH HH(POPMALIMOHHBIX TEXHOJIOTHH,
yrBepxkacHHbIMU npuka3zoM PCTOK Poccun ot 2 urons 2020 r. Ne 76




2. HABHAYEHHUE " YCJIOBUA IIPUMEHEHUA 11O «KeyStack SE»

2.1 HazHa4yeHue U onucanne QyHKIHI 0e30MaCHOCTH

OcHOBHBIM Ha3HaueHHEM IporpaMMHoro odecneuenus «O6naynas mwiardpopma KeyStack
SE v.l» (mamee — IIO «KeyStack SE», Ilnmardopma) sBusercs co3naHue THUOKOH,
MaciutabupyemMoir U 0e3omacHOi MHPPACTPYKTYPHl BUPTyaTU3alMH C aBTOMATH3UPOBAHHBIMH
IpoIieccaMy pa3BEePTHIBAHUS U YIIPABICHHUS.

ITO «KeyStack SE» nmpencraBnsieT co60if COBOKYIMHOCTh (DYHKIIMOHATIBHBIX MOJICUCTEM,
o0ecreynBaroIUX BBHITOJHEHHE (DYHKIMH IO BHUPTYyalM3allMd BBIYUCIUTEIBHBIX PECYpPCOB,
CO3aHMIO M  YIOPABJICHUIO  BUPTYyaJbHBIMH  MallMHAMH, MOHUTOPHHTY  COCTOSIHHUS
MHPPACTPYKTYPHI M OCYIIECTBISIIOIIUX EHTPAIM30BaHHOE YIPABJICHUE CPEI0il BUPTYyaIHU3allH.

IO «KeyStack SE» peanusyer cieayromie Mepbl 3allUTHl COTJIACHO TPeOOBaHUSAM
nokymeHTa « TpeboBanus 1o 6e30macHOCTH MHGOPMAIMH K CPEJCTBAM BUPTYaIU3alin» (BBEICH
B neiicrBue npukazoM @CTIK Poccuu Ne 187 ot oktsibps 2022 r.):

1) ¢dysKIIMOHUpPOBaHKE B CPEie XOCTOBOM ONEPAMOHHON CUCTEMBI, COOTBETCTBYIOMIEH 4

KJIaccy 3allUThl U 4 YPOBHIO 10BEpUS;
2) peanuzanys ciaenyromux QyHKIHA 0e30MacHOCTH:
— JIOBEpEHHas 3arpy3Kka BUPTYaJbHBIX MAIIWH;
—  KOHTPOJIb IIEIOCTHOCTH;
— peructpaiusi COObITUN OE30MaCHOCTH;
— PpOJIEBON METOJ yNPaBIECHUS 10CTYIIOM;
— pe3epBHOE KONMUPOBAHHE;
— OTpaHMYCHHE IPOTPAMMHON CPEIbI;
— yHOpaBJeHHE MOTOKaMU MH(POPMaLUY;
— 3amuTa NamsITH;
— uAeHTU(UKAIUS U ayTeHTH(PUKALKS 0JIb30BaTENIEH;
— LEHTPAJIM30BaHHOE yIpaBjieHHE 00pa3aMH BUPTYaJbHBIX MALINH U BUPTYaJbHBIMHU
MallliHAMH.

2.2 Cpeaa GpyHKINOHUPOBAHHUSA

10 «KeyStack SE» ¢yHkuuonupyer B cpeae, KoTopas CKOHQHUIYpHpOBaHa H
KOHTPOJIMPYETCS aIMUHUCTPATOPAMHU B COOTBETCTBUHU C SKCIUTYaTallMOHHOM JOKYMEHTaLUEH.

[Tnatdopma ucnonb3yeT A yIpaBiIeHUS HHPPACTPYKTYPOH Y3IIbl HECKOJIBKUX THIIOB!

LCM (Seed node) — rnaBHBIN y3e7 yIpaBlIeHUs CEPBUCHON HHPPACTPYKTY PO
[Tnardopmbl. Ha Hem XxpaHuTCsS KogoBasi 6a3a OCHOBHBIX KOMIIOHEHTOB [ImaTdopmMbl 1 ocHOBHAS
KOH(Uryparys y3/10B OCTaIbHBIX TUIIOB. C 3TOTO0 y371a HaunHaeTcs pa3BepThiBanue [Inardopmer
U YTIpaBJICHHUE €€ )KU3HEHHBIM IIUKJIOM.

Controller — y3en ¢ ynpapisioIUMU MOAYJISIMUA BEIYUCITUTEIBHBIX PECYPCOB, CETEBBIX
areHTOB U BCIIOMOTaTeIbHBIMHU CIIy>)kOaMH. B HEKOTOPBIX ciy4asix MOXET COBMEIIATh POJIb
y31a Network.

Compute — y3en ¢ runepsusopom KVM, ynpasnser BupTyansHeiMu MamnHamu (BM)
OCHOBHOW HH(ppacTpyKkTyphl. s obecriedeHus ceTeBoit cBs3HOCTH BM HCIoONb3yeTcst areHT
CEeTEBOI CITyXKOBI.

Storage — y3ei ¢ 1ucKkaMu OJOYHBIX XpaHWIHIL. biouHbIe XpaHWIHIIA UCTIOIB3YIOTCS
JUIsL OPTaHU3aIMH WHAWBUYAIBHOTO W/WIM COBMECTHOTO AUCKOBOTO MPOCTpaHCTBa st BM.

Network — y3es ¢ KOMIOHEHTaMHU IPOTPAMMHO-OTIPEICISIEMbIX CETEH.
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XapaKTepUCTUKH aNlapaTHOTO JIEMEHTa BBIUMCINTENIbHOU HHPPAcTPYyKTYphI (cepBepa) I10

«KeyStack SE» npusenens! B Tabnure 1.

Tabmuna 1 — XapakTepuCTHKH anmapaTHOroO 3JIEMEHTa BRIYUCIUTEILHONH HHPPACTPYKTYpHI
(cepBepa) I10 «KeyStack SE»

Ha3nauenue cepBepoB
Cepse Cepse
Ne | Hassanme BLI‘III/IJC.J'III:Te Cepsep Cepsep ynpall:ne}l:nﬂ
N/ | XapaKTepHCTHK JIBHBIX mn;(ps;;:) P | cerennix CIIyX0 CEPBHCHOM
pecypcos ( éompu te- (Network- HHPPACTPYKTYP
(Controller cepsep)? oii (LCM-
cepsep)
-cepBep) cepsep)
| Apng{‘fypa x86_64 x86_64 x86_64 x86_64
2 | Komuuectso CPU 2 2 2 2
KonuuecTBo siaep
oxuoro CPU 6e3
3 yu€ra 12 12 8 12
MYJBTHIIOTOYHOC
TH.
4 | O6vém RAM, I'6 64 64 32 128
2x480GB, | 5\ 480GB, | 2x480GB,
Enterprise . . 2x 480GB,
5 CucremHble SSD Enterprlse Enterprlse SSD Enterprise SSD
JIACKU MixUse SSD MixUse MixUse MixUse (RAID1)
(RAIDI) (RAID1) (RAID1)
2x 1.9TB,
Enterprise 2x 3.8TB,
6 Jucku jis SSD He TpeOyercsi | He TpedyeTcs Enterprise SSD
FIAHHBIX MixUse MixUse (RAID1)
(RAID1)
KonuuecTBo
7 noptoB 10/25 4 4 6 2
Gbps Ethernet
KonuuectBo
8 noproB FC SAN 2 2 0 0
(HBA)

2.3 TpeOoBaHus K NPOrpaMMHOMY 00ecIeYeHH IO

1O «KeyStack SE» ycranaBnuBaeTcst Ha BUPTyaJIbHBIX MAIlIMHAX C apXUTEKTypoii Xx86-64
nop ynpasienueM OC Platform V SberLinux OS Server (Ceptuduxar @CTIK Poccun Ne4884
ot 04.12.2024, neiicrBurenen o 04.12.2029. I1O «KeyStack SE» ¢yHkumonupyer B cpene,

Tpu pocre konmuecTBa cepsepos runepsu3zopoB KVM TpeGoBanus k cepBepaM MEpECMAaTPUBAIOTCS B CTOPOHY
YBEJIUYEHUSI.

2OmmonansHo. B psase ciiyyae JaHHYIO poilb COBMEMIAET B cebe CepBeEp BRIYMCIMTENBHEIX pecypcos (Controller-
cepaep).
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KOTOpast CKOH(pUTYpHpPOBaHA M KOHTPOJIUPYETCS aAMHUHUCTPATOPOM Cpeabl (PyHKIIMOHUPOBAHHS

B COOTBETCTBUH C HKCILTyaTal{UOHHOW JOKYMEHTALUEH.

Cucrema obecreunBaeT (yHKIHMOHHMpOBaHME Ha 0a3e  ClEQyIoLero  oOIIero
IPOTrpaMMHOTr0 obecrieueHus, ykazanHoro B Tabnure 2
Tabmuua 2 — [Mporpammuas cpena ¢pynkuuonuposanus [10 «KeyStack SE»
o Ha3nauyenue DJIeMeHT cpeabl HaumeHoBaHe
cepsepa (pyHKIIMOHMPOBaHUA
Platform V  SberLinux OS Server
oC (Cepruduxar @®CTIK Poccun Ne4884 ot
04.12.2024, JCUCTBUTEICH o
Cepsep 04.12.2029)
YHOpaBJCHHA Podman (BXOIUT B COCTaB
1| ceppucHoi Kommnonent OC cepruduuupoBanHoro oopasa Platform V
MHPPACTPYKTY POt SberLinux OS Server)
(LCM-cepgep)
Platform V  Pangolin (Ceprudukar
CYB/] @OCTOK Poccun Ned491 ot 15.12.2021,
nericrBuTesieH 10 15.12.2026)
Platform V  SberLinux OS Server
(Cepruduxar ®CTIK Poccun Ne4884 ot
oC .
Cepsep 04.12.2024, JCUCTBUTEICH o
2 | runepsuzopa KVM 04.12.2029)
(Compute-cepsep) Podman (BxOmUT B COCTaB
Kommnonent OC cepruduuupoBanHoro oopasa Platform V
SberLinux OS Server)
Platform V  SberLinux OS Server
(Cepruduxar ®CTOK Poccun Ne4884 ot
oC .
CepBep  CETEBBIX 04.12.2024, JCUCTBUTEICH o
3 |cayx6 (Network- 04.12.2029)
cepsep) Podman (BxOmUT B COCTaB
Kommnonent OC cepruduuupoBanHoro oopasa Platform V
SberLinux OS Server)
Platform V  SberLinux OS Server
oC (Cepruduxar @®CTIK Poccun Ne4884 ot
Cepaep 04.12.2024, neiicTBuTENCH 70
4 | BPIMHMCIHTEILHBIX 04.12.2029)
p(ejcypcollla Podman (BxOmUT B COCTaB
(Controller-cepsep) Kommnonent OC cepruduuupoBanHoro oopasa Platform V
SberLinux OS Server)

2.4 TpeOooBanus k cermenTanuu cetu npu Hacrpoiike I10 «KeyStack SE»

Onucanue pa3fesieHus: CETH Ha JIOTMYecKHe cerMeHThI ¢ nomoipio VLAN (BUpTyanbHOM
JIOKaJIbHOM ceTH) npejcTasieHo B Tabmure 3.




Tabmuua 3 — Onucanue cermenraimu cetr B I[10 «KeyStack SE»

Pojb, HOQ

VLAN

Onucanne

LCM

MGMT
External

Cetb BHENIHETO ynpaBiieHus. Moayu KOMIIOHEHTOB
(xonTeitHepsl) OIl qocTyrnHbIe U3BHE U HAXOASIIMECS HA
MMOBEPXHOCTU aTaKH:

- Nginx (port ext)

PXE

3arpy3Ka y3JI0B 10 CETH JJisl IEpBOHAYAILHON

ycranoBku OIl:
- DHCP/TFTP/HTTP 3arpy3ka ¢ LCM HOzBI

RMI

Remote Management Interface
- ynpasienue y3iaoM control uepes Web/Redfish

MGMT
Internal

1) Hoctyn k cepBucam LCM:

- OpenStack Bifrost

- RPM-repo

- Vault

- GitLab CI

- Netbox

2) Bropoii unrepdeiic Nginx (port int) ams
BHYTPEHHET0 B3auMozeiicTBus cepsucos LCM

Controller

MGMT
External

CeTb BHEUIHETO YIIPaBICHHUS.

Monynu komnoHeHToB (koHTelHepsl) OIl qoctynHbIe
U3BHE!

Nginx (BuHyTpHu adminui-frontend), AdminUI-backend,
Nova_ API, Nova novncproxy, Nova_serialproxy,

Heat API, Placement API, DRS API, Neutron_server,
Octavia_API, Barbican API, Opensearch, Cinder API,
Glance API, HAProxy, Grafana, KeyStone,
Prometheus_alertmanager

PXE

Cetp PXE-3arpy3ku kontpomiepa ¢ LCM nns
nepBoHavyasbHON yctaHoBku OIl:
- DHCP/TFTP/HTTP 3arpy3ka ¢ LCM HOzbI

RMI

Remote Management Interface
- ynpasienue y3iaoM control uepez Web/Redfish

MGMT
Internal

VYnpasisromas cetb (ciayxeOHbli Tpaduk).
Jnis B3aumopeiictBus kommnoneHToB OIT Mexy co0oii:




KeyStone, KeyCloak?®, AdminUI-frontend, Nova, Heat,
Hashicorp consul, Neutron, FRR, Octavia, FRR, OVS,
OVN, Barbican, Prometheus, AlertManager, Grafana,
Vicoriametrics, Fluentd, Opensearch, Cinder,
multipathd, iscsid, Redis, Redis Sentinel, Memcached,
MariaDB, ProxySQL, Bird, ExaBGP, RabbitMQ

CTRL DATA
(tenant
VLAN)

[Tonb3oBarensckue cetn (DHCP/Metadata).
OtnensHO MapupyTusupyroTcs o MGMT External u
Internal VLAN

MGMT
Internal

Compute

VYnpasisromas cetb (ciayxeOHbli Tpaduk).

Jnis B3aumopeiictBus kommnoneHToB OIT Mexy co0oii:
KeyStone , AdminUI-frontend, Nova, Heat, Hashicorp
consul, Neutron, FRR, Octavia, FRR, OVS, OVN,
Barbican, Prometheus, AlertManager, Grafana,
Vicoriametrics, Fluentd, Opensearch dashboards,
Cinder, multipathd, iscsid, Redis, Redis Sentinel,
Memcached, MariaDB, ProxySQL, Bird, ExaBGP,
RabbitMQ

PXE

PXE-3arpy3ka compute-y3ia i IepBOHaYaIbHOU
ycranoBku OIl:
- DHCP/TFTP/HTTP 3arpy3ka ¢ LCM HOzBI

RMI

Remote Management Interface
- ynpasienue y3iaoM control uepes Web/Redfish

CMP DATA
(tenant
VLAN)

ITons3oBarenbckue cet a1 VM. OTaensHo
mapuipytuzupytores ot MGMT External u Internal
VLAN

IIpumeuanus:

o CTRL DATA u CMP DATA (tenant networks) He cMmemmBaiorcsi ¢ VLAN-amu
ynpaBneHuss (MGMT Internal, MGMT External, PXE, RMI) u nomkHbBl pa3aensiThCs ¢

MCTIOJIb30BAHUEM CEPTUDUITUPOBAHHBIX CPEICTB.

o Cerment MGMT External Takyke ucrnonb3yeTcst sl yIpaBIeHUS 1 MOHUTOPUHTA

[Tnardopmoii. TTonp30BaTenssM IOCTYN MPEJOCTABIACTCS Ui YIPaBICHHUS Pa3pelIeHHBIMU MM

00BEKTAM.

Hoctyn mnonbe3zoBateneii 10 «KeyStack SE» momkeH mpenocTaBisThCS TOIBKO IS

CeTel/CepBUCOB:

3 3yeck npenonaraeTcs cepTU(QUIMPOBAHHBINA MPOAYKT, paboTaromuii 1o mpotokonam OpenlD/Oath, B ocHOBe

Kotoporo ucnonb3oBano [10 «Keycloak»
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1. Tlone3zoBatensckuii (tenant) Tpapuk VLAN-oB CTRL DATA u CMP DATA.
2. Cerp BHemHero ynpasieaus MGMT External:

o Nginx (LCM) https://[DNS ums OIT]:443

o KeyStone https://[DNS ums OIT]:5000

o Nginx (adminui-frontend) https://[DNS umsa OIT]:12999

o AdminUl-backend https://[DNS umsa OIT]:13000

o Nova API  https:/[DNS ums OIT]:8775

o Nova novncproxy  https://[DNS umsa OIT]:6080

o Nova_serialproxy  https ums OIT]:6083

o Heat API  https:/[DNS ums OI1]:8004

o Placement API https://[DNS ums OIT]:8780

o DRS API  https:/[DNS umsa OIT]:12998

o Neutron_server https://[DNS ums OIT]:9696

o Octavia API https://[DNS ums OIT]:9876

o Barbican API https://[DNS nms OIT]:9311

o Opensearch dashboards https://[DNS ums OIT]:5601

o Cinder API https://[DNS umsa OIT]:8776
o Glance API https://[DNS ums OI1]:9292
o Haproxy https://[DNS umsa OIT]:5140
o Grafana https://[DNS ums OIT]:3000

Prometheus_alertmanager  https://[DNS ums OI1]:9093
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3. JTEHUCTBMUS IO TPUEMKE

[Tpuemka mnocraBienHoro 10 «KeyStack SE» ocymectBisiercs B COOTBETCTBHU C
yKa3aHUsIMH, cojepkamumucs B JokymeHte «lIporpammuoe obecneuenune «OOmayHas
miatgopma KeyStack SE v.1». Texundeckue ycnosus», 1087746411378.62.01.29.000.001 TY.

12



4. JTEUCTBMUS IO BE3OIMACHOM YCTAHOBKE U HACTPOMKE CPEJICTBA

4.1 Yka3aHus 10 IKCIUTyaTaluu

Ilepconan, oTBeTcTBeHHBIH 3a (QyHKUMoHHUpoBanue OO, nomkeH obOecneunBaTh
Haanexailee pyHkunonupoanue OO B COOTBETCTBHHU C IOKYMEHTaMMU:

— IIporpammuoe obecnieuenue «Ob6naunas miardopma KeyStack SE v.1». PykoBoncTBo
nosb3oBatenst (1087746411378.62.01.29.000.001 34);

— IIporpammuoe obecnieuenue «Ob6naunas miardopma KeyStack SE v.1». PykoBonacTBo
anmunuctparopa (1087746411378.62.01.29.000.001 91);

— Ilporpammuoe oGecnieuenue «O6mnaynas miatpopma KeyStack SE v.1». @opmymsp
(1087746411378.62.01.29.000.001 ®O).

4.2 Ycranoska I10 «KeyStack SE»

B o0miem Buze pasBeptoeiBanue [1matdopMbl COCTOUT U3 IIATOB:
o [ToaroroBka HHPPACTPYKTYPHI.

PacnakoBka nuctpuOytusa Ilnatdopmesl.

YcTaHoBKa OCHOBHBIX KOMITOHEHTOB [1natdopMer.
Hacrpolika ceTeBol CBA3HOCTH.

Py4Holi 3anycK naumianHoB.

[TonxsroueHue U HaCTPOMKa CITy>KEOHBIX CEPBUCOB.
[TpoBepka pabotocnocodHocTH [lnarhopmer.

4.2.1 lleneBasi aynuropus

IleneBoy ayIMTOPUEN SABIISIOTCS CUCTEMHBIE aJIMUHUCTPATOPBL, KOTOPBIE Pa3BOPAYUBAIOT
u HactpauBatot [10 «KeyStack SE» Ha nieneBoii undpacTpykType.

K cucteMHBIM aIMUHHCTPATOpaM MPEABSIBISIOTCS TPEOOBAHUS:

o HaBbIku cCTEMHOT0 aIMUHUCTpUpOBaHus Linux.

o HaBpiku opranusanyy 1 HACTPOMKHU CETEBOU CBA3HOCTH MEXKY y3J1aMHu.

o [lonumanue npuHIHna pabotel cepsruco OpenStack.

e YMeHue coOupaTh TUArHOCTUYECKHE JAHHBIC JUIS 3CKaJallud CIOXKHBIX Mpobiem
IIPOU3BOJUTEIIO.

4.2.2 CoctaB nucTpudyTuBa

YcTaHOBOYHBIH (haiil BKIIIOUAET B ceO:

e apxuB podman-ob6pa3oB kommnoneHToB LCM, Bkmrouas RPM-repo, Vault, GitLab,
NetBox, Nginx;

e HEOOXOIUMBIE CHCTEMHBIE MaKeThl (rpm), s pasBepToiBaHust LCM 6e3 noctyma k
UHTEpHETY;

e 00pa3 omepanuoHHON CUCTEMBI (cOw2) UIsl aBTOMAaTU3MPOBAHHOW YCTAHOBKH Ha
baremetal-y3br;
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e CKPHUITHI MHCTAJULSILUM U pa3BepThiBaHus LCM.

4.2.3 Coznanne QCOW?2 o6pa3a u3 ISO odpa3a Platform V SberLinux OS Server

[Tpomtecc cocrout W3 4eThIpEX (ha3: MOATOTOBKA XOCTA, CO3JaHHUE IMYCTOTO (COW2,
uHctausimuss OC SberLinux u3 ISO o0pasa B BUpTyanbHO# MammHe U post-clean-oOpaboTka
(cloud-init, ycanka u cxarue). MeTronuka ONMUpPAeTCsl HA CTAaHAAPTHbIE MHCTpyMeHTHI KVM
(gemu-img, virt-install).

[Tepen Hauanom yoeuTech, 4TO Ballla CUCTEMa MoIep KuBaeT BUpTyanu3anuio (VT-x wim
AMD-V) 1 umeeT 10CTaTOYHO AUCKOBOIO MPOCTPAHCTBA, ONIEPATUBHOM NaMATH U IPOLECCOPOB.
Taxxe morpedyetcs noctyn k ISO-06pazy Platform V SberLinux OS Server (HaxonuTcst B apxuBe
IUCTpUOYTHBA MPOTYKTA).

1. IHoaroroBka cpeabl

YcTaHOBUTE IPEBAPUTENILHO CIEAYIOINE MAKETH (B CIydae, €ClIM OHH OTCYTCTBYIOT):

sudo dnf install -y gemu-kvm gemu-img virt-install libvirt-daemon \cloud-utils-growpart
guestfs-tools

sudo systemctl enable --now libvirtd

Cospalite pabouyro qUpeKTopHIo (mpuMep: ~/images/sberlinux?) u ckauaiite akTyanbHbIN
ISO u3 mpenocrasnennoro auctpudytusa («Platform V SberLinux OS Servery)

HeoOs3aTenpHO: 1711  yCKOpPEHHST M YIPOIIEHUS KOH(UTYpUPOBaHHs —Ipoliecca
uHCTAIAIMK ucnonb3yite Kickstart (/home/<username>/ks.cfg).

Taxoke MOKHO HCIIONIb30BaTh HHCTPYKIHIO padpadboTunka OC Platform V Sberlinux Server
OS, c onucanueM pa3iIMuHbIX clieHapueB ycTaHoBkH OC:

https://platformv.sbertech.ru/docs/public/SLO/9.1.0-

fstec/common/documents/pfstec/administration-guide/2-creating-vm.html#id3

2. Co3naHue mycToro qcow2 aucka

export DISK=~/images/sberlinux/sberlinux-base.qcow?2?
gemu-img create -f qcow2 "$DISK" 10G

dopMar qcow2 moAJep>KUBAET TOHKOE BBIJEICHUE MecTa M cxkatue, nosromy 10 T'ub
¢aiin 3aiiMET cunTaHHBIE MEradaiThl 10 3aMOTHEHHUS.

3. Ycranoska SberLinux Bo BpemenHoit BM

BeimonHuTe ciieayomyro KOMaHay (JONOJIHUTD WIN YAAIUTh MAPaMETPhI IIPH HEOOXOHMMOCTH):
virt-install \

--name  sberlinux-build \

--memory 4096 --vcpus 2 \

--disk  path=$DISK,format=qcow?2,bus=virtio \

--cdrom ~/ISO/sberlinux_fstec-9.1-x86 64-dvd.iso \

--os-variant rhel8.6 \

--network bridge=virbr0,model=virtio \

--graphics none \

--extra-args "console=ttyS0,115200 inst.text"

4 Vkazarh CBOM MyTh MPH HEOOXOAMMOCTH. MCTIONIB30BaTh CO3IaHHbIN MyTh JaJiee B IPOIIECCE KOHPUTYPAIUH,
3aMEHUB NIPUBEICHHBIE TPUMEPBI.
5 TlpuBenen nmpumep. 3aMEHUTH HA AKTyalbHBIN MyTh M y00HOE HAMMEHOBaHUE (aiina.
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JlanHasi KoMaHJa co3jacT BupTyanbHyro MamuHy ¢ 4096 Mb namstu, 2 BUpTyalbHBIMU
nporeccopamu, auckom 20 I'b B ¢dopmare qcow2 wu 3amyctutr ycraHoBky OC wu3 ISO
(ckOppekTHpoBaTh MyTh NpH HeoOxomumocTH). CrenyiiTe WHCTPYKIMSM Ha OJKpaHe s
3aBEPUICHUS YCTaHOBKHU.

[Tocne 3aBepiieHus yctaHoBKHU BeIkItounTe BM: virsh shutdown sberlinux-build.

4. Post-clean u cloud-ready noaroroska
1) IlogxmrounTe TUCK AJIs MIPABKU:

sudo virt-customize -a $DISK \
--run-command 'sed -i "/*HWADDR\|"UUID/d" /etc/sysconfig/network-scripts/ifcfg-*"'
VY nansiem cereBbie UUID, 4TOOBI KaXkKbIii KIIOH MOJTy4Yall YHUKAJIbHBIE ITApaMeTphI.
2) VYcranaBnuBaeM cloud-init (ecnu He ObUT BEIOpaH MPU MHCTAIUISALNHN):

sudo virt-customize -a $DISK --install cloud-init
3) OO6HynseM UACHTU(PHUKATOPHI U KITIOYH:

sudo virt-sysprep -a $DISK --operations machine-id,ssh-hostkeys,logfiles®
C moMompI0 JaHHOH KOMaHABI MBI CO3JAaeM «30JI0TOW» 00pa3, YTO MPeJOTBpaIlacT
koHuukTyomue host keys.

4) TlpousBoauM ycaaxy CBOOOJHOTO MPOCTPAHCTBA M CKaTHE 00paza

gemu-img convert -¢ -O qcow2 $DISK ~/images/sberlinux/sberlinux-clean.qcow?2
gemu-img info ~/images/sberlinux/sberlinux-clean.qcow?2

4.2.4 IloaroToBKa cepBepHO MHPPACTPYKTYPbI

B nmanHom paszmene B kauecTBe 0a30BOro0 JOMEHHOTO MMEHH OOJIAYHOW IIAT(OPMBI
ucnonb3yercs cloud.itkey.comun wumena cepBucoB 1o ymoidaHuio. [Ipu  BBINOJHEHUH
WHCTPYKIIMU YKa3bIBaHTE BalllK JCHCTBUTEIILHBIC HIMCHA.

1. IloaroroBeTe CcEpBEpbl HEOOXOAMMBIX THUIIOB COTJIACHO YKA3aHHBIM alllapaTHbIM U
IPOTPaMMHBIM TPEOOBaHUSIM.

2. YcranoBure Ha LCM-y3ne onepanndoHHYIO CHUCTEMY COIJIACHO IPOrPaMMHBIM

TpeOOBAHUSM.

Pazmecture Ha LCM-y371e myOauyHbIi K104 A7 YAAIEHHOTO MoAkIoYeHus o SSH.

VYo6enureck, uTo Ha Beex y3iax Bpems B BIOS nactpoeno B 3one UTC.

. YOenurech B HAJIMYUM TOJIH30BATENS 0Ot HA BCEX y3laX. BRIMOMHSANTE BCE KOMAaHIBI

OT IOJIL30BATEIIA 100t.

6. Eciu Bamt LCM-y3en paGoraer mox ympasinenuem OC SberLinux, ycraHoBuTE

oroOpaxkeHune BpemeHu B 30He UTC, BBIIOJIHUB Ha HEM KOMaH/Y:

oW

# timedatectl set-local-rtc 0

7. YOenurtech, 4TO Ha BCEX y3JlaX BKIIOUEHA amraparHas BUPTyalu3alisi, BBHITOJIHHB
KOMaHJy:

# egrep '(vmx|svm)' /proc/cpuinfo

¢ JIomonHUTL MapamMeTpamMu Mpu HEOOXOAUMOCTH
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10.

11.

12.

13.

BeiBox noikeH colepikaTh mapaMmerp  vmx  Win - svm' . Eciau OH OTCYTCTBYET,
BKJIIOUUTE allapaTHYO BUPTyaIN3aLHUIO.

HOJ’Iy‘II/ITe I[I/ICTpI/I6yTI/IB OIHHM M3 BApUAHTOB IIOCTABKH.

Joctynublii BapuaHT moctaBku ucxoanoro muctpuOyruBa I10 «KeyStack SE»: B
OTAETHFHOM apXHBe Ha (PU3MUECKOM HOCHUTEIIE.

Cosnaiite DNS-30ny 115 ceprucoB KeyStack B Bameit ciyx6e DNS. B aTom npumepe
ucnonsdyercs ums cloud.itkey.com. B 23Toif 30HE co3maiiTe JOMEHHBIE 3alUCH
CIIEAYIOLIETO BUAa. BBl MOkeTe TakyKe MCIOJIb30BATh JIPYrHe UMEHA JUIsl CEPBUCOB, B
ATOM Clly4yae yUYUTBHIBAHWTE WX B MOCIEAYIOMINX [Iarax.
o  ks-lem.cloud.itkey.com — mist cepBucos GitLab, LCM (ynpaBrienue >Kxu3HEHHBIM
LUKIIOM);
o registry.ks-lcm.cloud.itkey.com — nns cepuca Gitlab (xpanenue o6pazos Docker
u Podman);
o rpm-repo.cloud.itkey.com — ornenpHast 00IaCTh IS XpaHSHHS 'PM-TIAKETOB IS
ycranoBkH 1 oOHoBNeHHs OpenStack Ha y3nax;
o vault.cloud.itkey.com — gms cepuca Vault (xpaHeHwe maponeir u
CepTH(HKATOB);
o netbox.cloud.itkey.com — nns cepBuca NetBox (HacTpoiika baremetal-y310B);
o internal.cloud.itkey.com — st BHyTpenHero untepdeiica Kolla;
o external.cloud.itkey.com — st BHemHero unrepdeiica Kolla.
Taxke pekomMeHIyeTcss co3JaTh HWMEHa Ui BCEX AaNMapaTHBIX — Y3JIOB
UHQPACTPYKTYpbl sl OOJerdeHus: MAajbHEWIIero J0CTyna W KOH(HUIypalHH.
Hanpuwmep:
lcm-01.cloud.itkey.com — y3en LCM;
ctrl-01.cloud.itkey.com — y3en Control;
comp-01.cloud.itkey.com — y3en Compute;
comp-02.cloud.itkey.com — y3en Compute;
net-01.cloud.itkey.com — y3en Network;
jump-01.cloud.itkey.com — y3en Jump.
Ha LCM-y31e npoBepbTe CETEBYIO CBA3HOCTh M JOCTYITHOCTh BCEX Y3JIOB:

1. Hacrpoiite noctyn no IPMI Bcex y3mnoB undpactpykrypsl, MGMT-unrepdeiicon
u VIP-anpecos.

2. Ilposepbre noctynnocts DHCP-cepsepa B cetn PXE.

. Brimounre nognepxkky Redfish Bcex y3moB nundpactpykrypsl.

4. lns Bcex baremetal-y3710B co3maiiTe MOJIb30BaTeNss C aJMHHUCTPATUBHBIMHU
npaBaMy JIOCTYTIA.

B Bameit DNS-30ne co3naiite 3anucu ans RMI-untepdeiicoB Bcex ammapaTHbBIX
y310B. OHU OyayT WHCIONB30BaHBI [isi baremetal-mpoBUKEHWHTA, a TaKXKe IS
peanu3ayy (pEHCHHTa y3JI0B:

o lem-01-rmi.cloud.itkey.com — y3en LCM,
o ctrl-01-rmi.cloud.itkey.com — y3en Control,
o comp-01-rmi.cloud.itkey.com — y3en Compute,
o H TaK Jajee.
[TonroToBbTe NaHHBIE O Bamei HHGpacTpykType 11t ummnopTa B NetBox:

O O O O O O

W

1. Ckauaiite u oTKpoiiTe (aitn madiona netbox2csv.xlsx.
2. Ha Bxnaagxax SERVERS u Hardware npuseneH npumep 3anojHEHUS JIaHHBIX.
O3HakoMbTeCh ¢ (HOPMATOM 3ATIOTHEHUS M OUUCTHTE TAOIUIBI OT JAHHBIX.
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3. 3amonHWTE JaHHBIC B CKAYaHHOM (aiiie:
Ha Bximagxke SERVERS:

= Tenant — HauMEeHOBAHNE TCHAHTA,
= Name — ums y3ia;
» Role — tun y31a;

= RMI IP/MASK — IP-anpec IPMI-nopra B
dopmare <IP anpec>/<mpedukc cetn>;
* MGMT IP/MASK — IP-anpec MGMT-unrepdeiica B

dopmare <IP anpec>/<mpedukc cetn>;

= Hardware — mapka 1 Mozienb y371a, BBIOpPaTh U3 BBITIAAAIOIIETO CITUCKA;

» Tags — Teru As rpynnyupoBKHU y3JI0B.

= Ha Bxiagke Hardware (ecim  coBMecTUMOro o0OpyIOBaHHsI HE OBLIO B
criucke Hardware):

» Hardware — Ha3BaHue Tuma cepsepa;

* Manufacturer — mpou3BOIUTENb CEPBEPA;

» Type — mognens cepsepa.

4. VYbenureck, 4TO Ha OCTAJIBHBIX BKJIAJKaX 3aII0JIHEHHOTO (haiiyia MOSBUINCH TaHHBIE

O HOBBIX THUIIaX CEPBEPOB.

[Tocne BBIMOMHEHHMS BCEX BBHIIICONMCAHHBIX IIATOB Balla cepBepHas MHQpacTpyKTypa
rotoBa k ycraHoBke [10 «KeyStack SE».

4.2.5 YcTaHOBKA U HACTPOHKA KOMIIOHEHTOB

Jis Toro yToOBl YCTAaHOBHTH W HACTPOUTH OCHOBHBIE KOMIIOHEHTBI, BBITIOJHHUTE IO
MOPSIAKY CIIEAYIOIINE [Iaru:

[lar 1 — Ycranosure nuctpudytus KeyStack na LCM-y3enn.
[ar 2 — IMoaroroBsTe baremetal-y3bl A5 SKCIUTyaTaIHH.
[ar 3 — Co3pnaiiTe Hy>)KHOE KOJIMYECTBO PETUOHOB.

[ITar 4 — Pa3BepHUTE CETEBOE OKPYKEHHE PETHOHA.

[ar 5 — Co3naiite mabaoHbl 00pPa30B U TUTIOB TUCKOB.

4.2.5.1 Ycranoska KeyStack LCM

Kommonent KeyStack LCM (Lifecycle Manager) oOecrnieunBaeT XWU3HEHHBIA ITHKI
obmaka. OH Takke Hcnoyb3yeTcs B kKauecTBe seed node — ¢ HEro NMpOUCXOAUT YCTAaHOBKA U
HACTPOHKa BCEX OCTAIbHBIX Y3JIOB B COCTaBe 00JaKa.

BbazoBas ycranoska LCM

1. 3aiigure Ha LCM-y3en o SSH.
2. Cxomnupyite nuctpuOytuB KeyStack Ha Hero mo0bM y100HBIM CIIOCOOOM.
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3. IlepekmounTech Ha MOIB30BATENS ro0t, MepeauTe B NManky ¢ ¢aiom qucTpulOyTrBa U
pacnakyiite quctpuOytuB miatdopmsl KeyStack SE.

SberLinux

# sudo su -
# tar -xvf distr_ OP.zip
# cd installer/

4. Podman-o6pa3sl ans OpenStack u kolla-ansible OynyT coxpanens! B mpoekte project k B
gitlab.

5. llpu wunrerpanmun  KeyStack SE ¢ kimueHTCKUM cepBUCOM UACHTH(DHUKAIIMN U
ayreHTu(ukanuu (Active Directory mim npyroit cepsuc LDAP (MCTOYHMKM KaTajaoros
AD/LDAP nomxHbl ObITh peaJ30BaHbl CPeICTBAMH, BXOAAMKUMHU B coctaB Platform V
SberLinux OS Server (Ceptuduxkar DCTOK Poccuum Ned884 ot 04.12.2024,
neiicteuteneH a0 04.12.2029) ¢ TLS) B nanke installer/certs coznpaiire ¢aiin ldaps.pem u
pa3MecTuTe B HEM MOJIHYIO 1enouky ceptudukaro LDAPs.

Wuctpykumus mno wuHrerpammu  moxyns IO «KeyStack SE»  KeyStone ¢
CepTUQHUUMPOBAHHBIM HPOAYKTOM, mHozajepxkuBatomuM ctangapt OpenID Connect
(OIDC), npuBeneHa B MyHKTE 4.3 HACTOALIETO JOKYMEHTA.

6. B pacrakoBaHHOM apXuBe 3amycTUTe CKpHNT installer.sh.
7. IlocienoBaTenbHO BBEIUTE 3alIpAllIMBAEMBbIE TAHHBIC:

o home dir for the installation: myTh K JOUPEKTOPUM JAJS YCTAHOBKH, IIO
yMmom4aHuto /installer;
o IP address of this machine: IP-agpec LCM-y31a, cOOTBETCTBYIOIIUN JOMEHHOMY
nMeHu ks-lem;
o auth LDAP for Gitlab:
. y — BKJIIOYMTH TMOAJAEPKKY HMHTerpanuu c katajoraMmu LDAP wu poneBoit
mozenu B GitLab u NetBox; nmpu BEIOOpE 3TOT0 BapuaHTa yKaKUTE:
= LDAP Server URI: azpec LDAP-cepBuca B
dopmare ldaps://<IP unu FQDN>;
= LDAP BIND DN: nonbs3oBarens B LDAP ¢ npaBamu npocmortpa,
UCIIONb3YyeTCs A noAkiatoueHus kK LDAP;
= LDAP BIND Password: maposib monb30Batest sl MOAKITIOYCHUS K
LDAP;
= LDAP USER SEARCH BASEDN: ums konreiinepa (Distinguished
Name) B LDAP, ¢ koToporo HauMHaeTcsi HOUCK MOJIb30BaTENEH;
= LDAP GROUP SEARCH BASEDN: rpynna s DOHCKa
MOJI30BATENsl; BEPHET BCE TPYIIBL, K KOTOPHIM TNPUHAJICHKHUT
M0JIb30BAaTEb;
= LDAP GROUP for reader role: rpynna LDAP, nonb3oBarenu u3
KOTOPOI COOTBETCTBYIOT poiiu reader;
= LDAP GROUP for auditor role: rpynna LDAP, nons3zoBarenu u3
KOTOPOI COOTBETCTBYIOT poiu auditor;
= LDAP GROUP for operator role: rpynna LDAP, nons3oBarenu u3
KOTOPOI COOTBETCTBYIOT POJIH Operator;
= LDAP GROUP for admin role: rpynna LDAP, nons3oBarenu u3
KOTOPO# COOTBETCTBYIOT poiiit admin.
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o root domain name: KopHeBOe JOMeHHoe uMs  cepBucoB  KeyStack,
Hanpumep, cloud.itkey.com, oHo Oymer m00aBIeHO K BBEACHHBIM HHXKE HUMEHAM
CEpBUCOB, TAKUM 00pa3oM, Morydarcs uMeHa Buja <cepsuc>.cloud.itkey.com;
GitLab domain name: nromenHoe ums cepsuca GitLab, nanpumep, ks-lem;
Vault domain name: fomeHHoe uMms cepBuca Vault, Hanpumep, vault;
Netbox domain name: qomeHHOe uMs cepBuca NetBox, Hanpumep, netbox;
Generate Self-signed certificates:
. y — CIeHEpPHpOBaTh HOBBIC CaMOIOJNKMCAHHBIE CepTU(UKATHI (BapuUaHT II0
YMOJYaHHUIO);
. N — KUCIOJIB30BAaTh CYIIECTBYIOLINE CEPTU(UKATHL; IPH BBIOOPE 3TOTO BapuaHTa
pa3mectuTe B namnke installer/certs ceprudukaTsi:
» ca.crt — KopHeBo# cepTudukar (root CA);
» chain-ca.pem — nenouka CA-cepruukaros;
» ks-lem.cloud.itkey.com.crt u ks-lcm.cloud.itkey.com.key —
cepTU(UKAT U MPUBATHBIN KiTt04 cepTudukara st cepsuca GitLab;
= vault.cloud.itkey.com.crt u vault.cloud.itkey.com.key —
cepTUdUKAT U IPUBATHBIN KIItoY cepTudukara as cepBuca Vault;
» netbox.cloud.itkey.com.crt u netbox.cloud.itkey.com.key —
cepTU(UKAT ¥ IPUBATHBIH KiTt0U cepTudukaTa 1j1s cepuca NetBox.

O O O O

8. Hoxautech 3aBepuieHus onepanun. Ha LCM-y3i1e OyayT yCTaHOBIIEHBI U HACTPOCHBI
KOMITOHEHTBI:
1. SSH-kmroun anst 6ecapoibHOTO JA0CTyIA HA Y3IIbI;
2. camormnoanucaHuble cepTuukatel A cinyx6 LCM, npu ux
UCTOJIb30BAHUMY;
cucrema apromarm3anuu (GitLab-CI);
peniozutopuu ynpasinenus oonakom (CI/CD);
5. NetBox (CMDB).

W

JlanHble ¢ Tekyiel KoH(pUrypaunreit HHCTAUISIIUK COXpaHstoTcs B Vault B
nupekTopuio secret v2/deployments/ks-lecm.cloud.itkey.com/secrets/accounts.

9. Ilpu ycrieniHoit ycTaHOBKe OyIyT MOKa3aHbl PEKBU3HTHI IS JOCTyIa K KOMIIOHEHTaM

KeyStack. CoxpaHuTe peKBU3UTHI JOCTYIa K KOMIIOHEHTaM:
1. GitLab root password

GitLab runner token

GitLab SSH private key

GitLab SSH public key

Netbox admin password

Netbox postgres password

Netbox redis password

Netbox redis cache password

. Vault Initial Root Token

10. Vault Unseal Key 1

11. Root CA Certificate

00NN AW

PexBu3UTHI OyyT MOKa3aHbl TOJIBKO OAMH pa3. [locie 3aKphITHS UITH OUUIICHUS
TEpMHUHAJIa PEKBU3HUTHI JOCTyMa OyayT 0€3BO3BPATHO y/1aJICHBI.
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10. Jlo6aBbTe KOpHEBOI cepTudukat (3HaueHue napamerpa Root CA Certificate) B popmate

Base64 ASCII B Bamm goBepeHHbIE KOPHEBBIE IIEHTPHI CEPTU(GUKALNY 1151 KOPPEKTHON

pabotbl BeO-uHTEpDElcoB MIaTHOPMBI.

HacTtpoiika co0CTBEHHOT0 KOPHEBOI0 cepTH(UKATA

CA (Certificate Authority, Llentp ceprudukanum) — Opranuszanus Win CyIIHOCTb,
OTBETCTBEHHAs 32 BBIJAUy U YIIpaBIeHHE IUPPOBBIMU cepTH(PHUKaTaMU, KOTOPbIE
MOJTBEPKAAIOT MOATMHHOCTD IMyOIMYHBIX KITIOYeH B MHPPACTPYKTYPE OTKPBITHIX KITIOUei

(PKI).

WHcTamsaTop reHepupyeT COOCTBEHHbIE CEPTUPHUKATHI IIIATPOPMBI ¢ TOMOILBIO openssl:

. Co3naer xopHeBoii CA (ueHTp cepTU(UKAIMM): KOPHEBOW cepTU(UKAT M MPHUBATHBINA

kitou. Cpok aeiictBust — 10 ser.

Cospnaer wildcard-cepTudukar u npuBaTHbIii Kty a1 cepBucos GitLab, Vault, NetBox
U jenaer ux goBepeHHbIMH 3ToMy CA. Tarke co3maeTcs LEmoyka CepTH(PHUKATOB
Buza chain-cert.pem ainst cepBucoB. Cpok AelcTBUS — 2 roja.

. Cozpmaer B Vault perozutopuii installer 1ist xpanenus ceptudukaToB u co3znaet B Hem CA

Ha ocHoBe KopHeBoro CA. Cpok neiictBust — 2 roja.

. Co3maer ponb, ¢ MOMOIIBIO KOTOPOH MOXHO BBINUCBHIBATH CEPTU(PHUKATHI Ha OCHOBE

3aIpOCOB I0JIb30BATEIICH.

Bce maponu u cepTudukats miaatgopmMbl JOHKHBI XpaHUThCA B cepBuce Vault.

4.2.5.2 TlloaroroBka baremetal-yznoB nis ycranopkn KeyStack

s yeranosku npoaykra KeyStack SE Ha Bamny cepBepHyto HHPpacTpyKTypy HEOOXOIUMO
BBITOJIHUTH MTOATOTOBKY CEPBEPOB.

I'enepanus napoJieii u ceprupuxaros 1Js Bifrost

Jis reHepanu CekpeToB (maposied M cepTH(HKATOB), KOTOphle OyIyT HCIOJIB30BAaHBI
cepBucoM Bifrost /i mpoBMKEHUHra CEPBEPOB, 3aITyCTUTE MANTUIANH:

N —

W

Ortkpoiite BeO-unTepdeiic passepuyroro GitLab (ks-lem.cloud.itkey.com).
ABTOpHU3yHTECH ¢ TOMOIIBIO peKBU3UTOB i GitLab, MOTy4YEeHHBIX Ha 3Tane yCTaHOBKHU
muctpudyTuBa KeyStack.

Otkpoiite npoekt project_k / deployments / gen-pwd.

Co3paiite HOBBIN maiiruiaiin: Build > Pipelines > Run Pipeline.

B OTKPBIBILIEMCS OKHE nobaBbTe nepemeHnyto OPENSTACK ENV co
3HavyeHueM bifrost u 3amycTure manruIany.

3anycrure 3a7a4dy create-config B co3gaHHOM mairuiaifue.

JloKIuTeCh 3aBEPILEHUS BHITIOJTHEHUS 3a1a4H.

YcranoBka Bifrost

VYcranoBka Bifrost Taxoke BIonmHsAeTCA Yepe3 3ammyck naimaitna GitLab:

1.

Ilepeiinute B penozutopuii project_k / deployments / bifrost.
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A SRR

Ortkpoiite Qaiin inventory u 3amenute B HeM 3HaueHne LCM_IP na IP-agpec LCM-y3na
B PXE-cern.
OTkpoiite daiin globals.d/REGION.yml u 3aMEHUTE 3HAUYEHUE
napamerpa network interface sra  ums  uHTepdeiica LCM-yzma B PXE-cetn
(manmpumep, mgmt).
Ortkpoiite ¢aiin config/bifrost/bifrost.yml u BHecuTe B HEro M3MEHEHUS:

1. B mapamerpax ipa_kernel url u ipa_ramdisk url 3amenute LCM_IP na IP-agpec

LCM-y3na B PXE-cetu:

ipa_kernel url: "http://LCM_IP:8080/sberlinux-ipa-debug-c.kernel"
ipa_ramdisk url: "http://LCM_IP:8080/sberlinux-ipa-debug-c.initramfs"

2. Cxon¢urypupyiite NTP, 11 3TOro packOMMEHTHPYUTE CIEIYIOUIYI0 CTPOKY U
3amenuTte B Hel 10.224.128.1 na [P-agpec cBoero NTP-cepsepa:

#inspector_extra kernel options: "ipa-inspection-collectors=default,logs  ipa-ntp-
server=10.224.128.1"

3. 3apaiite 3Hauenus napamerpoB DHCP nns PXE-ceru:

dhcp pool start: 10.37.50.68

dhcp_pool end: 10.37.50.78

dhcp _pool mask: 255.255.255.224

dnsmasq_router: 10.37.50.94 # anpec nutroza PXE-cetn

Co3paiite u 3amyctuTe HOBBIM maituiaiiH: Build > Pipelines > Run Pipeline.

JloKIuTech 3aBepILCHHsI BBITIOJHEHUS 1ara setup.

3anyctute 3anauy deploy-bifrost na mare deploy.

JloKIuTeCh 3aBEPILECHMS] BBIIIOJIHEHUS MTalIlIaliHa.

3amyctute cepBuc dnsmasq. s atoro 3aiimute Ha LCM-y3en mo ssh u BeIOTHUTE
KOMaHJy:

# podman exec -ti bifrost_deploy bash
(bifrost-deploy)# systemctl enable dnsmasq
(bifrost-deploy)# systemctl restart dnsmasq

Hacrtpoiika npaBua firewall nis Bifrost

Ecnu Ha y3ne BriroueH firewall, To 706aBbTe B €ro KOHGUryparuio uckioueHus as Bifrost:

1.

3aiigure Ha y3en LCM mo ssh.

2. Ortkpoiite TCP-noptst 8080, 5050, 6385 u UDP-nopTh1 67, 69:

SberLinux
BrimonnuTe komaHabl HacTpoiiku firewalld:

# firewall-cmd --add-port=8080/tcp --permanent
# firewall-cmd --add-port=5050/tcp --permanent
# firewall-cmd --add-port=6385/tcp --permanent
# firewall-cmd --add-service=dhcp --permanent
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# firewall-cmd --add-service=tftp --permanent
# firewall-cmd —reload

Hacrpoiika noab3oBarens u napoJs IPMI-unrepgeiicoB

Jlis mepBOHAYaJIbHOTO MPOBMXKEHWHTa baremetal-y310B HE0OX0AMMO CO31aTh YUYETHYIO
3anuch nosib3oBatens Ha [IPMI-unrepdeiicax. Ha Bcex y3max nomkeH OBITh 3a7aH OJUHAKOBBIH
noJb30Bartenb U napoib. Ckonpurypupyiite IPMI-untepdeiicsl Bcex y3i10B:

1.
2.

Jlo6aBbTe yYETHYIO 3aMCh (OAMHAKOBBIN MOJIH30BATENb U MAPOJIh HA BCEX y3Iax).
YcraHoBuTe €My IIpaBa A0CTyIla Ha:

) OJIHOKpaTHY10 3arpy3ky 1o PXE,

o BKJIIOYCHUE U BBIKJIIOYEHUE CEpBEpa.

PXE (Preboot Execution Environment) — CtanaapT a1 3arpy3Ku KOMIbIOTEpa C TTOMOIIBIO
CeTeBOI KapThl 0€3 MCIOIb30BAHUS JIOKAIBHBIX HOcUTeNnel aaHHbIX (KEcTkoro amcka, USB-
HaKOTUTENA U T. II.).

[Tpu npoBwxkenunre y3inoB Bifrost Oyaer Oparh MMs MOab30BaTEN M MApoJib U3 CEpBUCA
Vault. lo6aBbTe ux B Vault:

N —

9]

. Iepeitnure B BeO-unTepdeiic Vault (vault.cloud.itkey.com).
. ABTOpH3YHTECh C TIOMOIIBIO PEKBU3UTOB AJs Vault, MOMyYeHHBIX Ha 3Tare YCTaHOBKU

muctpuOytuBa KeyStack.

. Ilepeiinure B aupexTopuio ¢ Hactpoiikamu Bifrost: secret v2 / deployments / ks-

lem.cloud.itkey.com / bifrost / rmi.
Haxxmute Create new Juisi CO31aHUsI HOBOM BEPCUM CEKpPETa.

. 3amaiite mapameTpsl user u password unrepdeiica [PMI-y3m0B M coxpaHuTe HOBYIO

BEPCHIO.
Hacrpoiika nepeuns o6opynoBanusi B NetBox

Otkpoiite ¢aitn ¢ manHepIMH 00 00opynoBaHuU netbox2csv.xIsx, 3amoJIHEHHBIA Ha
3Tare MOATrOTOBKU CEPBEPHOI HHPPACTPYKTYPHI.
Ortkpoiite BeO-unTepdeiic passepuyroro NetBox (netbox.cloud.itkey.com).
ABTOpHU3YHUTECH C TOMOIBIO peKBU3UTOB A1 NetBox, mosyueHHBIX Ha dTane yCTaHOBKU
muctpudyTuBa KeyStack.
Ortkpoiite Bknaaky SERVERS B Excel. ITo onnomy n06aBbte B NetBox Bce yHUKaIbHbIC
3HA4YEHUs TeroB U3 cToj01a Tags, BHIOIHUB CIIEAYIONINE Iary:

1. B pasznene NetBox Customization > Tags Haxxmute Add.

2. Beenute Ha3BaHue Tera, ero slug (ucrnonsizyerca B URL) u nBer.
Wmnoprupyiite nannaslie o TeHanTax u3 Excel B NetBox:

1. Ckonmpyiite nanusie ¢ Bkiaaku Excel netbox tenant.csv.

2. B pa3nene NetBox Organization > Tenants Haxxmurte Import.

3. BcraBbTe ckOnUpOBaHHBIE JaHHBIE B NoJie Data.
AHaNorn4HeIM 00pa3oM UMNOPTUPYITE MTpoune nanHble U3 Excel B NetBox:

1. c Bkmagku netbox_site.csv — B pazzaen Organization > Sites;

2. c Bkiagku netbox device.csv — B paznen Devices > Devices;

3. c Bruaaku netbox interface.csv — B pa3zaen Devices > Interfaces;

4. c Briagku netbox ip.csv — B paznen IPAM > [P Addresses.
Co3paiiTe BUPTyalbHbIE JTOKAIbHbIE CETH:
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1. B pazgene NetBox [IPAM > VLANs Haxxmute Add.
2. Ykaxwute coorBeTcTByromue 3uauenuss VLAN ID, Name, Tenant u Site.
3. B paznene Prefixes nHaxkmute Add Prefix u ykakuTe COOTBETCTBYIOIEE CETH
VLAN 3nauenue [P-nipedukca.
8. IlpoBepbTe cOOTBETCTBHE NPE(HUKCOB U AAPECOB IILITIO30B!
1. [lepeiinure B pazgen IPAM > Prefixes.
2. VYbenurecs, uro 3HaueHus Prefix coBnamaer ¢ ykazanubivu default gateway. Ecnu
3TO HE TaK, U3MEHUTE UX U COXPAHUTE U3MEHECHHUSI.
9. Hactpoiite KOH(pUTYpallMOHHBIE KOHTEKCTHI JUIS KaX10i ponu y3na (control, compute u
Tak janee). s 3Toro BRINOIHUTE CIEAYIOIINE JEUCTBUS:

1. INoaroToBbTe onucaHue KOH(PUTYPATMOHHBIX KOHTEKCTOB JJIs1 KQXKIOW PO y37a
B (hopmate JSON:

[Tpumep nnsa Control

{
"bonds": [

{
"Interface": "bond0",
"MTU": 9000,
"Slaves": [
"ens1fOnp0",
"ens2fOnp0"

]

"

Tagged vlan": [
H39H’

H484"

]

"Interface": "bond1",
"MTU": 9000,
"Slaves": [
"ens2flnpl",
"ens1flnpl"

]

"

Tagged vlan": []

"Interface": "bond2",
"MTU": 9000,
"Slaves": [

HenolVV’

Hen02H’

nen03vv’

Hen04H

]

"

Tagged vlan": []
}
I
"default gateway": "10.30.55.60/20",
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"dns_name": "lab.cloud.cfg fake.ru",
"dns_server": [

"11.55.70.153",
"11.25.44.11"
I,
"route_vxlan": [
{
"gw": "10.10.10.150/10",
"route": "10.10.10.0/24"
s
{
"gw": "10.10.10.150/10",
"route": "10.10.20.0/24"
}
I,
"vlans": [
{
"Interface": "mgmt",
"MTU": "9000",
"Parent": "bond0",
"id": "39"
!,
{
"Interface": "vxlan",
"MTU": "9000",
"Parent": "bond0",
"id": "484"
}
]
}
31ech:

= default gateway — agpec 1 Macka IUTI03a JUIsI TOJICETH MO0 YMOTYaHHIO;
» dns name — umst DNS-cepsepa;
= dns_server — IP-anpec DNS-cepBepa;
» Interface — Ha3Banue unTepdeiica;
* MTU — 3pauenune MTU;
» Parent — Ha3BaHuE POIUTEIHCKOTO HHTEPdeEiica, ecH MpelyCMOTPEHA HEPAPXUS;
= "id": "40" — MGMT VLAN Ha runepBuzopax;
»"id": "39" — MGMT VLAN na Controller-y3nax;
"id": "484" — VLAN cetu ynpasnenust [PMI.
[lepeiinure B paznen NetBox Provisioning > Config Contexts.
Haxxmure Add.
3anonaute nonst Name u Weight.
BcraBpTe koHuUrypamuio B none Data.
B none Tags ykakxure COOTBETCTBYIOLIHE KOHPHUTYPAIITHOHHOMY KOHTEKCTY TETH.
[ToBTOpUTE HACTPONKY KOH(PUTYPAIIMOHHOTO KOHTEKCTA /IS Y3JI0B KaXKIOH POJIH.
10. 3aBepmmre HacTpoiiky NetBox:
1. B NetBox B pa3znene API tokens, ckonmupyiiTe TOKEH.

Nk wd
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2. Ha LCM-y3ne Beinonaute ckpunt u3 XLSX-¢aitna B CLI, Bknaaka update ctx.sh,
npeBapUTEeNbHO 3aMEHHUB 3HAYCHHS:
= NETBOX TOKEN — token NetBox u3 paznemna API tokens;
= NETBOX URI— azpec NetBox B
dopmare https://netbox.cloud.itkey.com/.
11. AkruBupyiite Bce BMC-y31b1 HHPpPaCTpyKTYpBHI:
1. B BeG-untepoeiice NetBox nepeiinute B pa3znen Devices > Devices.
2. OTMeTbTe Bce HEOOXOAUMBIE Y3IIBI.
3. Haxwmute Edit Selected.
4. B otkpsiBiIeiics popme 1 mapamerpa state B pazaene Custom Fields ycranosute
3HaueHue ready.
5. CoxpaHuTe U3MEHEHHSI.

3anyck naiiniaiiHOB pa3BepTbIBaHUS

Jns  koppektHOM pabotel mpotokona PXE Ha moprax KOMMYTaTOpOB —CETEBOM
UHPPACTPYKTYpPHI H0oJKHA ObITh BKMoueHa pyHkimst LACP Fallback.

3amycTuTe MaWIuIaifH A7 pa3BepTbIBaHUA CUCTEMbl. JlaHHYIO Omepanuio HeoOXO0IUMO
IIPOU3BECTH U1 Y3JIOB KaKJ10I'0 THUIIA.

Ortxkpotite BeO-unTepdeiic GitLab.
OTxkpotite poekT project k / services / baremetal.
Co3paiite HOBBIN maiiriaiin: Build > Pipelines > Run Pipeline.
B oTkpeiBIIEMCS OKHE T0OaBBTE MEPEMEHHBIE:
o TARGET ROLE — tun y3na, onpeaeneHsslii B NetBox:
= controller — st Controller-y3mnos,
= network — mist Network-y3moB,
= compute — st Compute-y370B.
TARGET CLOUD — unms Tera peruona B NetBox;
TARGET NODE — nMs KOHKpPETHOTO y3J1a JUIsl pa3BEPTHIBAHUSA, MOXKHO
NEPEUYHCIUTh HECKOJIBKO UMEH Y3JI0B Uepe3 Mpooelt;

b=

o IRONIC ENV — okpyxkeHue nis pa3BepThlBaHMsl  y3i10B  (TIO
ymomdanuto BIFROST);

o IRONIC SSH KEY — cobcrBennbie SSH-kmroun (popmMaT — OAMH KITFOT
Ha CTPOKY);

o IRONIC IMAGE URL — nyTte 10 oOpa3a cHCTEMBbI, KOTOpBIH Oyzaer
YCTaQHOBJICH Ha y3el, B

dopmare http://<IP agpec LCM y3mna>:8080/sberlinux-9.4-x86 64.qcow?2.
TpeboBanus k 00pa3y:
*  TOJBKO IOAAEPKUBAEMBII TUII ONIEPALIUOHHON CUCTEMBI;
=  ¢opmar — QCOW2;
= hash-daiin o0paza B
dopmare <ums obpaza>.mdS pacronaraercss B OJHOM
Manke ¢ CaMuM 00pazom.
o IRONIC IMAGE ROOTFS UUID — UUID xopHeBoro pasaena B
obpase, ecnu ucrnonbzyercs software RAID;
o IPA_KERNEL NAME — nyte 10 oOpa3a arenra Ironic Python Agent
(IPA) kernel image;
o IPA RAMDISK NAME — nyts 10 00Opa3a arenra Ironic Python Agent
(IPA) initramfs image;
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o KOLLA ANSIBLE IMG TAG — Tter kouteiiHepa c¢ kolla-ansible,
HCIIOJIb3YEMBIM IS NTAlIIIaiHa;
o EXPERIMENTAL NETBOX INTROSPECTION: true — wncmosb30Bath
aBTO3aIoHEHUE UHTEpdeiicoB ycTpoiicTB B NetBox;
KEYSTACK RELEASE — Ter penusa Keystack;
CI DEBUG_TRACE:
* true — BBIBOAUTH OTJIAJAOUYHYIO HH(POPMAIIMIO B MaHTUIalHE.
3amycTuTe maituiaifH, HaxkaB KHONIKY Run pipeline.
JloxauTech 3aBEpLICHMSI BHIITOJHEHUS ONEpaLUH.
IToBTOpUTE LIAryU 3arycKa MalIulaiiHa JUIsl OCTAIbHBIX TUIIOB Y3JI0B.
[lepeiinure B pasnen Devices > Devices B NetBox u ydeaurecs, 4To BCe HYKHBIE Y3IIbI
MMOMEHSITM 3HadYeHwue state Ha production.

o NN

[Tocne BBIMOTHEHUs ONMMCAHHOW BBINIE TMOATOTOBKU CEPBEPHON HMH(PPACTPYKTYPHI MOMKHO
NIEPEXOUTH K pa3BEPTHIBAHUIO PETUOHOB.

4.2.5.3 Coznanue peruona

PermoHsl MCHONB3YIOTCS U1l JIOTUYECKOTO paslieleHus WHPPACTPYKTYPhl M PECYPCOB
miargopmel KeyStack SE. Pernon mnpeacraBnsieT co00i H30JUPOBAHHYIO TPYIITY Y3JI0B,
MIPEIOCTABIISIONINX BBIUUCITUTEIbHBIC, CETEBBIE PECYPCHI M peCypChl XpaHeHus. KaxkIblii peruox
pa3BoOpauMBaeTCs Ha CBOEM, OTACILHOM HaOope y37I0B. PETHOHBI YIIPABISIOTCS U HACTPAaUBAIOTCS
HE3aBHCHUMO JIPYT OT ApyTa.

YroObl cO31aTh HECKOJIBKO PETMOHOB, IOBTOPUTE MHCTPYKIUIO U3 3TOTO pasjesia Hy>KHOE
KOJIMYECTBO pas.

Co3naHue ¥ MOATOTOBKA PENO3UTOPHSI HOBOI'O PerHOHA

1. Otkpoiite  BeG-unTepdeiic  passépuyroro  GitLab  mo  agpecy https://ks-
lcm.cloud.itkey.com.
2. Cozpaiite ¢opk GitLab-peno3uropus regionl. 910 peno3utopuii-madbaoH, KOTOPHIH
UCIIOJIB3YETCSI ISl CO3aHUs HOBBIX PETMOHOB. J[JIsl 3TOTO BBIMOIHHUTE ICHCTBUSL:
1. Ilepeiinute B mpoekT project k / deployments / regionl.
2. Haxwmure kaonky Fork.
3. B oTKpBIBIIEMCSI OKHE YKaXKHTE MapaMeTphl:
» Project name — uMs peruoHa.

WMst pernoHa TOJKHO yIOBIETBOPSTh YCIOBUSAM:

* coJlepKaTh JaTuHCKue OykBI [a-z] u mudpst [0-9];
* neduchl He MOTYT OBITh B Hayasie M KOHIIE UMEHH;
* He JIOJDKHO COZEpIKaTh JiBa Aeduca 0JHOBPEMEHHO;
* HE JIOJDKHO COZEp)KaTh MpoOeNbl U CHEeIHaIbHbIE CUMBOJIBI
(mampumep, !, $, &, wurt. 1),

* MHUHHMAaJbHAs JJIWHA — 3, MaKCUMalabHas — 63 CUMBOIIA;
* HEYYBCTBHUTEIBHO K PETHCTPY.

» Project slug — ykaxuTe TOYHO TaKoM ke KaKk UMS perHoHa.

» Select a namespace — BbIOepUTE namespace JUIsI MPOEKTa,

Hanpumep, project _k/deployments.
4. Haxwmute kHomiky Fork project.
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. Ilepeiinure B CO3MaHHBINA PEIO3UTOPUNA HOBOTO PETHOHA.
4. Ypanute CBA3b C POAUTEIBCKUM PENO3UTOPUEM:
1. Mepeiigure B paznen Settings > General > Advanced.
2. Haxwmure kHOnIKy Remove fork relationship.
3. BBenute Ha3BaHUE pErMOHA AJISl TIOATBEPXKACHUS JICHCTBUSI.

5. PaspemuTe ncnosap3oBaHue job-TokeHa u3 Bcex npoekToB GitLab:

1. Hepetigure B pazaen Settings > CI/CD > Job token permissions.
2. BxuounTte oo All groups and projects.

6. BrimosiHEeHHe  HEKOTOpBIX  NAWIUIAHHOB  Pa3BEPTHIBAHUSA  MOXKET  3aHMMATh

IIPOJIOJIKUTEIIBHOE BpEMs. Y BEINYbTE TaliMayT MAUILUIAWHOB 110 YMOJIYaHUIO:
1. Iepetigure B pazaen Settings > CI/CD > General pipelines.
2. YcranoBute 3Hadenue Timeout — Sh.

7. Hactpoiite mapameTpsl HHYPaCTPYKTyphl CO3JaHHOTO PETHOHA!

1. Otkpoiite ¢aiin inventory.

2. 3anonxHuTe nH(GOpPMAIIHIO 00 y37ax
uHpacTpyKTypsl [control], [network], [compute] B
¢dopmare <ums yzna> ansible host=<IP anpec y3ma>.

3. Ortkpoiite ¢aiin globals.d/REGION.yml u ykaxute 3Ha4eHUs TapaMeTPOB:

= kolla internal vip address — BupTyanbHblii [P-agpec ans BHyTpeHHEro
VIP-untepdetica (ucnonb3yercs 11 6aJaHCUPOBKH 3aIIPOCOB);

= kolla internal fqdn— DNS-ums s BHyTtpennero  VIP-agpeca,
Hanpumep internal.cloud.itkey.com;

= kolla external vip address — Buptyanbnsiii [P-anpec nist Buemnero VIP-
uHTepdeiica (ucmnonp3yercs A 0aTaHCUPOBKU 3aIIPOCOB);

» kolla external fqdn—  DNS-ums  mna BHemHero  VIP-agpeca,
Hanpumep external.cloud.itkey.com;

= network interface — ums unTepdeiica ma MGMT-cetn, Ha KOTOpOM
Oyznet pa3zBopaunBathcsi OpenStack;

* neutron_external interface — ums uHTepdeiica i1 CBA3M C BHEIIHEH
UHPPACTPYKTYPOH, HAIIpUMEP, CETSIMU POBaiIepOB, MAPIIPYTH3ATOPAMU
Y masaromumu [P-agpecamu.

4. Ecnmu BBl ucHojb3yere cepBHC OanmaHcupoBkM Harpy3ku Octavia, oTKpoiTe
¢aiin globals.d/octavia.yml u YKaXHTE 3HAUEHUs
napameTtpa octavia amp network cidr— [P-npedukc mnoacern ympaBieHUs
cepuca Octavia.

I'enepauus napoJieil ¥ cepTU(PUKATOB 1JIs1 peruoHa

1. 3amycTure malIuIaifH Ha TEHEPALIMIO ApoJiei U CepTUPHUKATOB AJISl pErHOHA:
1. Otkpoiite nmpoekT project_k / deployments / gen-pwd.
2. Co3zpaiite HOBBIN maiirutaiin: Build > Pipelines > Run Pipeline.
3. B orkpeiBmiemcss okHe no0aBeTe mnepemenHyio OPENSTACK ENV, B
KaueCTBE 3HAUCHMSI YKAKUTE UMsI CO3JaHHOIO PETUOHA.
4. 3amyctute naimuaitn Run pipeline.
5. 3anycture 3a1auy create-config u noxauTech €€ 3aBepIICHUS.
2. IloBTopuTe 3aIycK NaimiaiiHa Hy’KHO€ KOJIMUYECTBO pa3, €CJIN CO3/1aHO HECKOJIBKO
PErMOHOB.

Hacmporixa naponeti énewinux cepsucos
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1. Ansa peanuzanuu aBTodBakyanuu BM mpu cboe rumepBu3opa, 3ajaiiTe mapoib
untepdeiica IPMI baremetal-y3noB:
1. Ilepeitnute B BeO-unTepdeiic pazsépuyroro Vault.
2. IlepeliuTe B JUPEKTOPHIO C HAcTpoMKaMu pervonHa secret v2 /
deployments / ks-lcm.cloud.itkey.com / <ums permona> / passwords_yml.
3. Haxwmure Create new version.
4. Haiinute u 3aMeHUTE 3HaYeHHE Hapamerpa bmc password Ha mapoib OT
untepdeiica [IPMI BMC-y3nos.
2. [lo anasoruu ¢ TPEABAYIIMM IIArOM B JUPEKTOPUHM C HACTPOWKAMHU
peruona secret v2 / deployments / ks-lem.cloud.itkey.com / <wums permona> /
passwords_yml yka)kuTe mapoyii OT CBOMX CEPBHUCOB B COOTBETCTBYIOIIUX MOJIIX,

Harpumep:

o ldap password — LDAP,

o smtp_password — SMTP,

o cinder dorado user password — CX/I.
Koungpueypayus BGP

B 6a3zoBoii koH(purypauuu miaTopmMbl MEXaHHM3M MOHUTOPHUHTA COCTOSIHMS U CETEBOM
JOCTYITHOCTH y3J0B peanu3yercs cepBucoMm keepalived Ha ocHoBe mporokona VRRP.
ATNBTEpHAaTUBHO, IS ATHX LEJel BO3MOXKHO HCIOJB30BaTh NpoTokos BGP, koTopelil Taxxke
MOJIEP>KUBACTCS MIaTHOPMOIA.

Ilpedsapumenvuvie mpeboganus

o [Tonnepxxka nporokona BGP co cTopons! onopHoii ceTeBoii nHPpacTpykTypsl (underlay)
3aKa3uuKa.

e Hannume BBIIEIEHHOTO JUISI perHOHa HOMEpa aBTOHOMHOW CHCTEMBI. JDTO MOXET ObITh
YaCTHBIN HOMEpP aBTOHOMHOM cucTeMsl (private AS number).

e Boinenens! HoBble [P-anpeca mis umén, yka3zaHHbIX B (aitie globals.d/REGION.yml B
nepemeHHbIX kolla_internal fqdn u kolla external fqdn, kotopsie OyayT ncnonabs3oBatbes
JUIsL MapiipyTu3anuu ¢ nomouisro BGP.

 M3BectHsl [P-anpeca coceneit BGP u napons nns BGP-ayrentudukammu.

[Ipu nepexone MHPPACTPYKTYypbl Ha HCIMOJIb30BaHHE mpoTokoida BGP Oyner meHsAThCs
ceTeBasi KOH(UTyparus. B cB31 ¢ 3TUM Takke MOMEHSIOTCA BHELIHUIA 1 BHyTpeHHHI VIP-anpeca
peruoHa. 3aruianupyiire ooHoneHrne DNS-3anucelt ans BHyTpeHHero U BHemHero VIP-agpecos
obmnaka. CMeHy 3Hau€HHUH JOMEHHBIX UMEH HE00X0IUMO OyAeT MPOMU3BECTH MOCIE TMOATOTOBKU
HOBOH KOH(UTYpaLuu.

Jns mopnepxku mporokona BGP B KeyStack SE wucnonssyercs cepsuc Bird. s
KoH(UTyparuu cepBuca Bird BEINOTHUTE MepeUnCICHHBIE IATH:

1. 1o6GaBbTe maposib A MOAKIIOYSHHS K aBTOHOMHOM CUCTEME B XPaHUJIHIIE CEKPETOB:
1. [oaroroBbTe Mapoib Uil MOAKIIOUEHHUS] K aBTOHOMHOM CHUCTEME uepe3 CepBUC
Bird.
2. Ortkpoiite BeO-uHTEpdeiic cepruca Vault.
3. Ilepetinure B nupextoputo secret v2 / deployments / <FQDN cepsuca GitLab> /
<ums pernoHa> / passwords_yml.
4. B cexuuu Current version Haxxmure Create new.
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5. Nob6asbre B JSON-(aiin mapamerp bird external bgp password co 3HaueHueM
BaIlIeTO MapOJis HA TOJKIIOYCHIE K aBTOHOMHOM crcTeMe yepes cepBuc Bird.
2. Brecute u3MeHEHUs B KOHQUTYPAIIUIO PETHOHA:
1. Otkpoiite BeG-unTepdeiic GitLab.
2. Tlepeiigute B peno3utopuii pernona project k > deployments > <ums permona>.
3. Otkpoiite ¢aiin globals.d/REGION.yml u 00HOBUTE 3HAUYCHUS
nepeMeHHbIX kolla external vip address u kolla internal vip address na IP-
azipeca, COOTBETCTBYIOIIME HOBOM KOH(pUTYpauuu, ucnoib3yomeil BGP.
3. Ho6asbre koHUrypammo BGP B koHduryparuio pernosa:
1. Otkpoiite BeG-unTepdetic GitLab.
2. Tlepeiinute B peno3utopuii pernoHa project k > deployments > <ums permona>.
3. Cospnaiire ¢aiin globals.d/bgp.yml co cnemyromeit KoHPUTYpanuei:

##tbgp options
enable keepalived: "no"
enable bird: "yes"
enable exabgp: "yes"
internal BGP: "65001"
external BGP: "65002"
external BGP_IP:
-10.224.57.4
- 10.224.56.4
external BGP_password: "{{ bird external bgp password }}"
announce_networks:
- "{{ kolla_external vip address }}/32"
- "{{ kolla_internal vip address }}/32"

B sToM npumepe:

= enable keepalived: "no" — Brikmouenue keepalived, mockonbky oOH He
OyzeT UCToJIb30BaThCs MpH BKItoueHun BGP;

» enable bird: "yes" — BkitoueHue cepsuca Bird,

= enable exabgp: "yes" — BKIIIOUeHHE cepBHUca exabgp;

= announce networks —  ykaseBatorcsi  VIP-ampeca s cepBHCOB

(internal vip, external vip), ¢ ykazaHueM AJHHBI IpeQHKca, paBHOM /32;
= external BGP [P — cniucok IP-agpecos eBGP-coceneii;
» internal BGP: "65452" — HOoMep BHyTpeHHEH aBTOHOMHOI CHUCTEMBI;
= external BGP: "65453" — HOoMep BHeIIHEH aBTOHOMHOW CUCTEMBI.

Omxkntouenue cepeucos DRS u HA

Bo u3bexanue HexxenarenbHoro cpabarsiBanuss DRS nu HA Bo Bpemsi mpuMeHEHUs HOBOM
KOH(HUTypaIyu, BpeMEHHO BBIKIIIOYUTE UX.

Jns Beikmrouenust DRS:
1. 3aiinute B BeO-unTepdeiic [loprana anmuHuCcTpaTopa.
2. Iepetigure B pazaen DRS > Jobs.

3. Breiximrounre Bce 3amaun DRS.

Jns Beikmrouenust HA:
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1. 3aiiaure Ha kaxapiii Control-y3en mo SSH u BBINIONIHUTE KOMaHITY:
2. # systemctl stop kolla-consul-container.service

Obnoenenue 3anuceu DNS

BrinonHuTe 3amianupoBaHHble u3MeHeHust B DNS:

1. O6HoBUTE aapec 3anucu BHyTpeHHero VIP-untepdeiica pernona.

2. O6noBuTe anpec 3anucu BHemHero VIP-unrepdetica pernona.

3. Hoxnautech oOHOBIEHHs JaHHBIX Ha DNS-cepBepe, HCHOIB3yeMOM y3JIaMu
peruoHa. [pu oOpalleHMd  Ha  JIOMEHHBIE  HMEHA, yKa3aHHbIE B
¢aiine globals.d/REGION.yml B nepemennsix kolla internal fqdn u kolla_external fqdn,
JIOJDKHBI UCTIONB30BaThes HOBBIE [P-anpeca. O6HOBNIeHNe DNS-3anuceil MoxxeT 3aHUMAaTh
NPOAOIDKUTENbHOE BpeMs. [IpucTtynare K gambHEWIIMM paboTamM MOXHO TOJBKO MOCHE
obHoBieHus DNS-kemeii..

Pazeépmuisanue usmenenuti na pecuone

1. Panee ucnonws3zyemsbiii B oOmake cepBuc keepalived He0OX0AMMO OCTAaHOBHUTH U
yaanuTh Ha Bcex Controller-y3max. JIst 3TOro BBIMOTHATE KOMaH/bI:

# systemctl stop kolla-...keepalived
# systemctl disable kolla-...keepalived
# podman rm —force keepalived

2. Otkpoiite BeO-unTepdetic GitLab.

3. Ilepeiiaure B peno3utopuii peruona project k > deployments > <ums pernona>.

4. Coznaiite HOBbIH maiituiaiin: Build > Pipelines > Run Pipeline.

5. B oTkpeiBeMcs okHe 1o0aBbTe 3HaueHue nepemenHor KOLLA ARGS pasnoe -
t bird,exabgp,haproxy.

6. 3amyctuTe maiftuiaifH, HaxkaB KHONIKY Run pipeline.

7. JloxauTech 3aBeplLICHUS 3a/1a4 Ha JTare setup.

8. 3amyctute 3anauy deploy Ha sTane deploy u noxxaurech €€ 3aBepIICHHUS.

Ilposepka xougpueypayuu BGP

Jlis mpoBepku KoppekTHOCTH paboTsl BGP, BeImonHuTe criefyroniye AeUCTBUS Ha KaKIOM
Control-y3ne:

1. BbimosiHUTE KOMaHY:

podman exec -ti bird birde show protocols -s /var/lib/kolla/bird/bird.sock

Y6enurecsk, uro nporokon BGP 3anymien u naxoautcs B coctostaun Established.

2. BblnonHuTEe KOMaHAY:

podman exec -ti bird birdec show route -s /var/lib/kolla/bird/bird.sock

Yb6enutech, YTO HYKHBIE MapHIpyThl ObBUIM J00aBlieHBl B TaONMIly MapLIpyTH3alUU

nporokosom BGP.
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3. BbInosiHUTE KOMaHY:
podman exec -ti bird birdec show bfd sessions -s /var/lib/kolla/bird/bird.sock

Yb6enutech, uTro Bce CKOH(urypupoBanHble BFD-ceccunm HaxomaTcss B OXHIaeMOM
COCTOSIHHUH.

Bxnrouenue cepsucos DRS u HA
s Bxmouenus DRS:

1. 3aiinute B BeO-unTepdeiic [loprana anmuHuCcTpaTopa.

2. Iepetigure B pazaen DRS > Jobs.

3. Bxutounre 3agaun DRS, koTOpbie ObUTH BBIKIIIOYEHBI TIEpe1 IPUMEHEHHEM HOBOU
KOH(UTypaIHH.

Jnst Bmrouenust HA:
1. 3aiiaure Ha xkaxapiii Control-y3en mo SSH u BBINIONIHUTE KOMAaHITY:
# systemctl start kolla-consul-container.service

JononnumenvHas Hacmpouxa y3108 neped pazeépmuvléanuem

BrInonHuTe 1OMONHUTENBHYI0 KOHPHUTYpAIHIO Y3710B Nepes pa3BEPThIBaHUEM peruona. Jlis
3TOr0  HCIONB3yiTe KOH(Urypaunonusiii  ¢aiin host config/host-config.yml.  Cnenyiite
MHCTPYKIMAM M0 penakTupoBaHuio ¢aitna host-config.yml B paznene Mcnons3zoBanue host-
config /Ui HACTPOIMKHU pernoHa, He 3arycKas naimuiaifH. Bee BeIOTHEHHBIE BaMH KOH(PUTYpauu
OyayT MpHUMEHEHBl HIKE IpH 3alycke 3ajauu bootstrap-servers mairuiaiiHa pa3BEPTHIBAHUSA
peruoxa.

Hcnonvzosanue host-config 01 Hacmpouxu pecuona

host-config MmoxxeT HCmONB30BaThCS  JII  BHECEHUS  CIEHU(PHUECKUX HACTPOEK B
koHpuryparuo OC y3710B. ITO MOKHO JIeIaTh Kak Nepes] pa3BEPTHIBAHIMEM PETHOHA, TaK U MOCTIE.
Ecinu BBl BeITIONTHSIETE KOH(UTYPALUIO TIEpe] pa3BEPTHIBAHMEM PETHOHA, BB MOXKETE HE 3aITyCKaTh
naiimnaiiH mocie BHeceHHss H3MeHeHu#M B host-config.yml, oHm OynyT npuMeHEeHBI IpH
MIOCJIEIYIOLLEM 3aIlyCKE OCHOBHOIO ITAWILIAMHA 110 Pa3BEPTHIBAHUIO PErMOHA.

daiin host-config HaxoauTCs B peno3utopun pernona mo mytu host config/host-config.yml.
Ecnu oH OTCYTCTBYET, BB MOXKETE CO3/aTh €TI0 CaMOCTOSITEIBHO.

Hacmportika NTP ¢ pecuone

JI71s1 BBINIOJIHEHUsT HACTPOMKHU MPOTOKOJIA CUHXpoHU3anuu Bpemenu NTP Ha y3nax peruona
BBIIIOJIHUTE CIEAYIOIINE IEUCTBUS:

1. B daiin host config/host-config.yml B pemnosutopun permona m00aBbT€ CTPOKH C
yKasaHueM BpeMeHHOoU 30HbI U [P-anpeca NTP-cepsepa:

ntp_enabled: true
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ntp_timezone: Europe/Moscow

ntp_servers:
- 10.224.38.254

2. Cozpaiite u 3amycTute HOBBIH naimaiin: Build > Pipelines > Run Pipeline.
3. JoxnuTech 3aBepIleHMs BBHITIOJIHEHUS 33/1a4 Ha 1are setup.
4. 3anycrture 3agady bootstrap-servers. Jloxxaurecs 3aBepiieHus 3anauu host-config.

s nposepku Hactporiku NTP:

1. 3aiinuTe Ha MIO00H y3en pernona no nporokoxy SSH.
2. Bommonnure komanay timedatectl:

$ timedatectl
Local time: Tue 2024-09-17 10:36:10 MSK
Universal time: Tue 2024-09-17 07:36:10 UTC
RTC time: Tue 2024-09-17 07:36:10
Time zone: Europe/Moscow (MSK, +0300)
System clock synchronized: yes
NTP service: active
RTC in local TZ: no

Yb6emutech, uro BimoueH —mapamerp System clock synchronized,  otoOpaxkarorcs
NIPaBUJILHBIC BPEMS U 30HA.

Hacmpouixa DNS 6 pecuone
DNS (Domain Name System) — Cucrema, KOTOpasi IepeBOAUT UMEHA JOMEHOB, YAOOHBIC 1715
mozaei, B [P-agpeca, KOTOpble HCTIONB3YIOTCS KOMITBIOTEpAaMU [Tl HICHTH()UKALINY Y37I0B B CETH.

Jlns BeinonHeHus HacTpoiiku DNS Ha y31ax pernoHa BBIIOJHUTE CIEAYIOLUIUE EHCTBUA:

1. B ¢aiin host config/host-config.yml B peno3uropum peruoHa 1o0aBbT€ CTPOKH
KoHpuryparmu DNS:

dns_enabled: true

dns_servers:

- 10.220.32.42

- 10.220.32.43

dns_dnssec: false

dns_domains: ["cloud.itkey.com"]

2. Cospnaiite u 3amycTuTe HOBBIH naimiaiin: Build > Pipelines > Run Pipeline.
3. JloxnuTech 3aBepILEHUs BBHITIOJIHEHUS 33/1a4 Ha 1are setup.
4. 3anycrture 3aga4y bootstrap-servers. Jloxxaurecs 3aBepiieHus 3anauu host-config.

Jns nposepku HacTpoiiku DNS:

1. 3aiinuTe Ha MI000H y3en pernona no nporokoxy SSH.
2. TIpoBepsre KoHPUrypamuio DNS Ha y3ne, BBIOTHUB KOMaHay cat /etc/resolv.conf:

$ cat /etc/resolv.conf
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nameserver 10.220.32.42
nameserver 10.220.32.43
search cloud.itkey.com
Omxnoyenue ucmopuu KOMauo
OTKJHO‘-ICHI/IG I/ICTOpI/II/I KOMaH]JI ITO3BOJIACT HCKIIKOUYHUTH XpaHeHI/Ie y‘ICTHBIX 33HHCCI>1 )41
[apoJiel B UCTOPUU KOMaHJ I10JIb30BATEJIEH B OTKPBITOM BUAE. J{J1s1 OTKIIFOUEHUS ICTOPUU KOMAH]L

BBIITOJIHUTEC CJICAYIOIIUC HGﬁCTBHﬂ:

1. B ¢aiin host_config/host-config.yml B peno3uropum peruoHa no0aBbT€ CTPOKH
KOH(UTypaIiu:

security hardening: true
disable history: true

2. Cozpnaiite u 3amycTuTe HOBBIH naimiaiin: Build > Pipelines > Run Pipeline.
3. JloxnuTech 3aBepIlEHUs BBHITIOJIHEHUS 33/1a4 Ha 1are setup.
4. 3anycrture 3agady bootstrap-servers. Jloxxaurecs 3aBepiieHus 3anauu host-config.

J71s1 IpOBEpKU OTKIIFOUEHHSI HCTOPUU KOMAaH/!

1. 3aiinuTe Ha MIO00H y3en pernona no nporokoxy SSH.
2. BBenute komanay history u yoeaurech, 4To BBIBOJ OTCYTCTBYET.

Omxniouenue eHewHUx HaKonumeJei

OTKIIIOYEHHE TOJIJEPKKM BHEIIHUX HAKOIMMTENEH IO3BOJISET 3alpPEeTUTh HCIOJIb30BAaHUE
BHemHuX USB-HakonuTeneil. /[ HaCTpOWKM BBIMOIHUTE CIEAYIOLIUE ACHCTBUSA:

1. B ¢aiin host config/host-config.yml B peno3uropum peruoHa 1o0aBbT€ CTPOKH
KOH(UTypaIiu:

security hardening: true
disable usb_storage: true

2. Cospnaiite u 3amycTuTe HOBBIH naimaiin: Build > Pipelines > Run Pipeline.

3. JloxnuTech 3aBepIleHMs BBHITIOJIHEHUS 33/1a4 Ha 1are setup.

4. 3anycture 3anady bootstrap-servers. Jloxaurecs 3aBepiieHus 3axauu host-config.

JI71s1 IpOBEpKU OTKIIIOUEHHUSI BHEIITHUX HAKOIUTEIICH:

1. 3aiinuTe Ha MIO00H y3en pernona no nporokony SSH.

2. Benute komannay lsmod | grep usb storage, uToOBl yOemuTBhCS, UYTO B BBIBOJE
OTCYTCTBYET 3HaueHHe usb_storage.

Yoanenue epynnot wheel uz ¢haiina /etc/sudoers

Jns ypanenus rpynnsl wheel U3 crnivcka MpUBHIIETHPOBAHHBIX MOJIB30BATEICH BBHIOIHHUTE
CHEAYIOLINE NEUCTBUA:
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1. B ¢aiin host config/host-config.yml B penozutopun pernona mpo6aBbTe CTPOKU
KOH(UTypaIiu:

security hardening: true
remove wheel from sudoers: true

2. Cozpaiite u 3amycTure HOBBIN naimiaiin: Build > Pipelines > Run Pipeline.
3. JloxxauTech 3aBepIleHHsI BBHITIOJIHEHUS 3a/1a4 Ha 1are setup.
4. 3anycture 3aaauy bootstrap-servers. [loxnurech 3aBepuieHus 3anauu host-
config.
JI71s1 IpOBEpKU OTKIIIOUEHHUS] BHEIITHUX HAKOIUTEIICH:
1. 3aiinute Ha MOOOH y3en pernona no nporokony SSH.
2. Beeaute KoMaHy cat /etc/sudoers u yOenuTech, 9TO
ctpoka # %wheel ALL=(ALL) ALL 3akoMMeHTHpOBaHa (HAYMHAETCS C #).
Yemanoeka npusunezuii docmyna k gaiinam
JlanHas HacTpoiiKa MoAep>KUBAeTCs TOIBKO /it Sberlinux.

Jljis ycTaHOBKM NMPUBMIIETHH OoCTyMa K (aiiiaM BBIIOTHUTE CIEAYIONINE ASUCTBUS:

1. B ¢aiin host config/host-config.yml B penozutopun pernona mno6aBbTe CTPOKU
KOH(UTypaIiu:

security hardening: true
setting file permissions: true

2. Cozpaiite u 3amycTute HOBBIN naimaiin: Build > Pipelines > Run Pipeline.
3. JloxxauTech 3aBepIleHHs BBHITIOJIHEHUS 3a/1a4 Ha 1are setup.
4. 3anycture 3aaaudy bootstrap-servers. [loxnurech 3aBepuieHus 3anauu host-
config.
Hacmpoiika mexcmosoeo pedoakmopa

JI71s1 HaCTPOMKH TEKCTOBOI'O PEIAKTOPa BBIIIOJHUTE CIEAYIOIINUE JEHCTBHUS:

1. B ¢aiin host config/host-config.yml B penozutopun pernona mpo6aBbTe CTPOKU
KOH(UTypaIiu:

security hardening: true
copy_pam_env: true

2. Cozpnaiite u 3amycTute HOBBIN naimaiia: Build > Pipelines > Run Pipeline.

3. JloxxauTech 3aBepIleHHs BBHITIOJIHEHUS 3a/1a4 Ha 1are setup.

4. 3anycture 3aaaudy bootstrap-servers. [loxnurech 3aBepuieHus 3anauu host-
config.

Hacmpotixa coomeemcmsyrowux mooyneii 10pa
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JI71s1 HaCTPOMKM COOTBETCTBYIOIIUX MOAYJIEH SAPA BBIITOJIHUTE CIEAYIOLIUE NEUCTBUA:

1. B ¢aiin host config/host-config.yml B penozutopun peruonHa no06aBbTe€ CTPOKY
KOH(UTypaIiu:

2. sysctl_hardening_enabled: true

3. Cospaiite u 3amycTute HOBBIN naifmaiia: Build > Pipelines > Run Pipeline.

4. Jloxxaurech 3aBepIlIeHUs BHITOJTHEHUS 3aja4 Ha 1iare setup.

5. 3anyctute 3anauy bootstrap-servers. Jloxxautech 3aBepiieHus 3aaaudd host-
config.

Hacmpourxa GRUB
Jnsa nactpoiiku GRUB BeInonHure crienyromue eMcTBUS:

1. B ¢aiin host config/host-config.yml B penozutopun pernona mno6aBbTe CTPOKU
KOH(UTypaIiu:

grub_config enabled: true
grub_cmdline options:
- "processor.max_cstate=1" # cpu performance option
- "intel idle.max_cstate=1" # cpu performance option
"idle=poll" # cpu performance option
- "hugepagesz=1G" # hugepages option
"audit=1" # paranoic security option
- "ipv6.disable=1" # paranoic security option
- "tsx=auto" # paranoic security option
- "slab_nomerge" # paranoic security option
- "randomize kstack offset=1" # paranoic security option
# - "custom_option"

2. Cozpaiite u 3amycTure HOBBIN naimaiin: Build > Pipelines > Run Pipeline.

3. JloxxauTech 3aBepIleHHs BBHITIOJIHEHUS 3a/1a4 Ha 1are setup.

4. 3anyctutre 3aaaudy bootstrap-servers. [loxnurech 3aBepuieHus 3anauu host-
config.

Hacrpoiika aynura Ha cepBepax Linux -nogo0HbIX cuctem
JI71s1 HaCTpOMKM ayuTa BBIIOJHUTE CIEAYIOIIHUE JEHCTBUS:

1. B ¢aiin host config/host-config.yml B penozutopun peruoHa no06aBbTe€ CTPOKY
KOH(UTypaIiu:

2. auditd_enabled: true

3. Cozpaiite u 3amycTute HOBBIN naifmaiia: Build > Pipelines > Run Pipeline.

4. Jloxxaurech 3aBepIlIeHUs BHITOJHEHUS 3aj1a4 Ha 1iare setup.

5. 3anyctute 3anauy bootstrap-servers. Jloxxautech 3aBepiieHus 3aaaudd host-
config.

Hacmporixa 3a6epuienusi ceancos noOKmoOUeHuUs K cepeepam

Jlns. HacTpOMKM 3aBEPIICHUSI CEAHCOB MOJKIKOYEHHS] K CEPBEPAM BBINOJHUTE CIIECIYIOLINE
JIEUCTBUS:
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1. B ¢aiin host config/host-config.yml B penozutopun peruoHa no06aBbTe€ CTPOKY
KOH(UTypaIiu:

sshd_enabled: true
client alive interval: 15
client_alive count max: 20 #5 min
channel timeout: 60 #1 min

2. Cozpaiite u 3amycTure HOBBIN naimaiin: Build > Pipelines > Run Pipeline.

3. JloxxauTech 3aBepIleHHs BBHITIOJIHEHUS 3a/1a4 Ha 1are setup.

4. 3anycture 3aaaudy bootstrap-servers. [loxnurech 3aBepuieHus 3anauu host-
config.

3anyck naifniiaiiHa pa3BépThIBAaHNS PerHoHA

1. 3anyctuTe nmaimniaiy no pa3BEPTHIBAHUIO PETUOHA:
1. Otkpoiite BeO-unTEpdeiic pazsépuyroro GitLab.
2. Otxkpoiite npoekT project_k / deployments / <ums peruona>.
3. Coznaiite HOBBIH maiituiaiin: Build > Pipelines > New Pipeline.
4. B OTKpbIBIIEMCS OKHE TpH HEOOXOIMMOCTH YKaKUTE 3HAUYCHUS

MEePEMEHHBIX:
» KOLLA ARGS — 10onojaHUTENbHBIE TETH:
» --limit <ums y3ma> — BBIMIOJIHUTH ManuIIIaig IS
OTJENBHOTO y3JIa TIaT()OpPMBIL;
* --tags <UMs KOMIIOHEHTa> — BBIIIOJHUTh MaWIUIANH I

OTAETHLHOI0 KOMIIOHEHTA IIaT(QOPMBI.
» KOLLA ANSIBLE DEPLOY ACTION — cnucok 3amay ans
kolla-ansible, momxHo ObITH YKka3aHo deploy;
» KEYSTACK RELEASE — Bepcus KeyStack mis pa3BépTriBaHUSL.

5. 3amyctute naiimaita Run pipeline.

6. Jlo>xxaurecs 3aBeplIeHUs 3a1a4u setup.

7. 3anycture 3agady bootstrap-servers u noxautech e€ 3aBepiieHus. Ecnu
nocye e€ 3aBepIIeHUs aBTOMAaTHUECKHU 3aIyCTATCS CBA3aHHBIC 33aa4H, 10KIUTECh
UX 3aBEPILCHHUS.

8. 3amycture 3agady deploy u 10XauTeCh €€ 3aBEpILIECHUS.

OO0l CITUCOK 3a/1a4 B [alIIaiHe:

e setup — MMOATOTOBKA MapoJiel ¥ HACTPOEK I pa3BEPTHIBAHUS IIATPOPMBI;

o setup-castellan — cunxpoHu3anus o0IIEro XpaHUIUINA TApOoJIeii ¢ XpaHWIUIIEM,
YHHUKAQJIBHBIM JIJIS1 KaX/10I0 KOMIIOHEHTA IPOAYKTa;

o backup-db — coznanue pesepBHoi Koy 6a3bl 1aHHBIX MariaDB;

e bootstrap-servers — ycTaHOBKa HEOOXOAWMBIX TMAKETOB M  HACTpPOMKa
komnoneHnToB OC;

o deploy — pa3BéprriBanue u 3amyck cepBucoB KeyStack Ha y3nax;

o states — npuMeHeHUE KOHPUTYPAIUH K y3J1aM TU1aTHOPMBbI;

e rally — Banmuianust KOMIOHEHTOB IUIAT(OPMBI;

e tempest — TecTupoBaHMe IUIATHOPMBI HA COOTBETCTBUE KOH(UTYpaLIUH.

[To 3aBepuieHuto paboOTHl MaiIulaiiHa pPervoH OyJeT coszgaH. Bl Mokere MepexoiuTh K
HaCTPOMKE CETEBOIO OKPYKEHHsI pErHOHA.

36



4.2.5.4 Pa3BépThIBaHME CETH PErHOHA

[Tocne co3nanus pernoHa HEOOXOIUMO Pa3BEPHYTh U CKOH(UTYPUPOBATH CETh PETHOHA. DTO
HE00X0UMO ISl NalbHEHIIel HACTPOMKN BUPTYAIILHOTO CETEBOTO OKPYXKEHHUS: CETH, MOJICETH,
rpymnIbl 6€30MacHOCTH U IIpoYee.

BriiroueHue moaxep;KKM TerupoBaHus
Jns BimoueHust noaaepkku rerupoBanusi VLAN BbINOTHUTE 1€UCTBUS:

1. Ortxkpoiite BeG-unTepdeiic pazsépuyroro GitLab.
. Ilepeiinure B perno3UTOPUIl CO3LAHHOTO PErMOHA.
3. Haiinute  aiin globals.d/REGION.ymlu  noGaBpTe @B  Hero  crpoku. B
napametpe global physnet mtu ykaxure nomyctumoe Baieit ceTeBoi HHPpacTpyKTypoit
3nauenne MTU:

enable neutron provider networks: "yes"
global physnet mtu: "9000"

4. Cospaiire (aiin config/neutron/neutron.conf ¢ coepKUMBIM:

[DEFAULT]
global physnet mtu = {{ global physnet mtu }}

5. Cosmaiitre  aiin config/neutron/ml2 confiinico  cregyoomuM  COAepKUMBIM. B
napameTpe network vlan ranges ykaxure JIOITy CTUMBIN Ballen ceTeBou
UHPPACTPYKTYpOi 1uana3zoH HoMepoB VLAN:

[mI2 type vlan]
network vlan ranges = physnet1:1000:2000

6. Cozpnaiire HOBBIH naitmaita: Build > Pipelines > Run Pipeline.

7. B mepemennoit KOLLA ARGS ykaxutre 3HaueHue -t neutron. Dt1o  obecredur
BBIIIOJIHCHUE MTAMIUIAHA TOJIBKO I cepBuca Neutron.

8. 3amycrtuTe mairuiaitH, HaxkaB KHONKY Run pipeline.

9. JloxauTech 3aBeplleHUs 3a7a4d Ha 3Tarie setup.

10. 3anycture 3anauy deploy Ha 3tane deploy u qoxauTeCh €€ 3aBEpILICHUS.

Co3nanne ceTu AJisl pernoHa
CozpnaiiTe aIMUHUCTPAaTUBHYIO IPOBANAEPCKYIO CETh JJIS BAIIETO PETHOHA:

1. Ilepetinure B BeO-uHTEpdeiic moprama camooOcmykuBanus. IlonpoOnee B
pazznene [lonkmodyeHne Kk HHTEpQENCy yrnpaBieHus mopTaisa caMoo0CTy)KUBaHUSI.
2. Mepetigure B pazaen Admin > Network > Networks.
3. Haxxmute Create Network.
4. TIpu co30aHUU CETU YKAXKUTE apaMeTPBI:
1. Provider Network Type: VLAN;
2. Physical Network: physnetl;
3. Segmentation ID: ID VLAN B cooTBeTcTBUHM C (U3NYECKOIl ceTeBOn

UHPPACTPYKTYPOH.
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https://pages.lab.itkey.com/keystack-documentation-project-k-e9232d7fa875e70064afe5c0e7a8c7/new-build/ru/latest/administration/management-interfaces-connection.html

[Tocrne BBITTOJIHEHUS 3TUX JEHCTBUI BBl MOKETE CO3/1aBaTh BUPTYAIbHBIE CETH U TIOJICETH JUIS
TEHAHTOB 00JIaKa.

4.2.6 IToaxarouenne n Hacrpoiika CXJI

[Tnarpopma KeyStack SE nonnep:xuBaeT o KII0UE€HUE JOTOTHUTEIBHBIX CUCTEM XPaHEHUS
JAHHBIX CIEAYIOIIHUX TUIIOB!

iSCSI,
FC,
NFS.

Taxke cymecTByeT BO3MOXHOCTh BKIIOUMTE LVM nmns mpoBepku paboTocnocoOHOCTH
cucreM. Ilpu moaxmouennn CXJ| HeoOxoaumo wucnoib3oBath CXJI, nmeromme ceprudukar
cootBeTcTBUsI @CTOK Poccumn u pykoBOACTBOBATHCSA IKCIIYyaTAllMOHHOM JOKyMEHTAallMEH Ha
onximrouaemyto CXJI. DyHkius 0€30MacCHOCTH MO YAAJCHHIO OOBEKTOB (PailjIoBOl CHUCTEMBI,
ucnonb3dyeMeix OO, myTeM Mepe3anucu YHHUTOXKAeMbIX (CTHpaeMbIX) OOBEKTOB (hainoBoii
CHCTEMBI CIlydaifHOH OWUTOBOHM IMOCIIEAOBATENFHOCTHIO JODKHO BBIMOMHATHCS OO TONBKO HpU

IIOAKIOYCHU

U cucteM xpaHeHus o tumy iSCSI.

Bruarwuenue nogaep:xkku LVM

I[To ymomuanuto nogaepxkka LVM BeikmoueHa. LVM ucnonbs3yet nokanbheie qucku Control-
y3J10B JUIsl XpaHEHUs. JTa OIS MOKET UCIOIb30BaTHCS TOIBKO JUIsl TECTUPOBAHUS CUCTEM U HE
PEKOMEHIyEeTCs U1 IPOU3BOACTBEHHOM HKCILTyaTal[uu.

He ucnons3yiite LVM 111 Ipou3BOACTBEHHOM JKCILTyaTalUU.

7.
8.

9
1

. Otkpoiite BeO-unTEpdeiic pazsepHyToro GitLab.
. Otkpoiite npoekT project_k / deployments / <ums1 pernona>.
. Jo6asbte cTpoku B daiin globals.d/REGION.yml:
enable cinder backend lvm: "yes"
. Coznaiire HoBbIH maiituiaiin: Build > Pipelines > Run Pipeline.
. B oTkpbIBIIEMCS OKHE 100aBbTE MapaMeTphl:
o KOLLA ANSIBLE DEPLOY ACTION — deploy;
o KOLLA ARGS — -t cinder,iscsi,nova-cell.
3amyctute naituiaitH: Run pipeline.
JloxuTech 3aBepIlCHHs 3a/1a4 Ha JTare setup.
. 3anmycture 3agauy deploy Ha 3tane deploy.
0. JloxuTech 3aBepIeHUs BHIIOTHEHHUS OTIEPALIUH.

Bkiarouenue nogaep:kku iSCSI

JUnis BKITIOUEHUs MOoA/IepKKU poTokoia iISCSI BBIMOIHUTE cleyroImue 1eHCTBHS:

. Otkpoiite BeO-unTEpdeiic pazsepHyToro GitLab.

. Otkpoiite npoekT project_k / deployments / <umsi pernona>.
. Jo6asbTe cTpoku B daiin globals.d/REGION.yml:

enable cinder backend iscsi: "yes"

enable cinder backend lvm: "no"

. Coznaiire HoBbIH naiituiaiin: Build > Pipelines > Run Pipeline.
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7. B oTKpBIBIIEMCS OKHE T0OABBTE MAapaMETPHhI:
o KOLLA ANSIBLE DEPLOY ACTION — deploy;
o KOLLA ARGS — -t cinder.

8. 3amycrtute nmaimaitn: Run pipeline.

9. oxxnutech 3aBeplLICHUS 3a4a4 Ha dTane setup.

10. 3anycrure 3a1auy deploy Ha stane deploy.

11. JloskuTech 3aBEpILECHMS BBIIIOJIHEHUS ONIEPALIUH.

Bxiarouyenue u konpurypanus Fibre Channel

B pasnene npusenen npumep nonkiatouenuss Huawei Dorado ¢ moanepxxkoii FC. laru mo
MOAKJIIOYEHHUIO CUCTEM XPaHEHUS APYTUX BEHIOPOB MOT'YT OTINYAThCS.

Hacrpoiite Cinder:

1. Cozpnaiite HOBBIH mpoekT internal cinder u mosnp3oBarens internal cinder user.

2. Haznaubte  mosb3oBarenio internal cinder user mpaBa member B cO31aHHOM
MIPOEKTE.

3. CoxpaHure HACHTHUPHUKATOPHI IPOEKTA U MoJb30BaTes. Jlanee ans npumepa Oy ayT
ucnonb3oBarbes abc 1 ITITTTTITITITI1I111111111111 u def222222222222222222222
22222222 nast NpoeKTa U MOJAb30BATENsI COOTBETCTBEHHO.

4. (OnuuoHabHO) YBENUYbTE KBOTHI B MMPOEKTe internal cinder 1y1st TUCKOB.

Co3zpnaiite u npumenure KoHdurypanuto Fibre Channel:

1. Otkpoiite BeG-unTepdeiic pazsepuytoro GitLab.
2. Otkpoiite npoekT project_k / deployments / <ums1 pernona>.
3. o6asbte cTpokH B (aiin globals.d/REGION.yml:

enable multipathd: "yes"

enable cinder backend Ilvm: "no"

default volume type: "huawei storage"

cinder internal tenant project id: "abclll111111111111111111111111111"
cinder internal tenant user id: "def22222222222222222222222222222"

4. Cozpnaiite ¢aiin config/cinder/cinder-volume/vendor-configs/dorado.xml ¢
COAECPIKUMBIM:

SberLinux

<?xml version='1.0' encoding="UTF-8'?>
<config>
<Storage>
<Product>Dorado</Product>
<Protocol>FC</Protocol>
<UserName>user</UserName>
<UserPassword>{{ lookup(‘hashi_vault', 'secret={{ vault engine }}/data/{{

vault prefix }}/{{ OPENSTACK ENV | lower }}/huawei')['data']['UserPassword']
} }</UserPassword>
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<RestURL>https://<IP-
anpec>:8088/deviceManager/rest/;https://IP_ ADDRESS2:8088/deviceManager/rest/</Re
stURL>
</Storage>
<LUN>
<LUNCopySpeed>3</LUNCopySpeed>
<StoragePool>NAME POOL</StoragePool>
<LUNType>Thin</LUNType>
</LUN>
<FC>
<Initiator HostName=".*" ALUA="1" FAILOVERMODE="3"
SPECIALMODETYPE="0" PATHTYPE="0" />
</FC>
</config>

5. Coszpnaiite ¢aiin config/cinder.conf ¢ cogepumbiM:

[DEFAULT]

default volume type = {{ default volume type }}
enabled backends = huawei storage
enforce_multipath for image xfer = true
use_multipath for image xfer = true

[huawei_storage high]

allowed_direct url schemes = cinder

cinder_huawei_conf file = /etc/cinder/vendor-configs/dorado.xml
enforce_multipath for image xfer = true

use_multipath for image xfer = true

volume backend name = huawei_storage

volume driver = cinder.volume.drivers.huawei.huawei_driver.HuaweiFCDriver
backend host = huawei

image volume cache enabled = true

6. Cospaiite ¢aiin config/multipath.conf ¢ cogepxumbIm:

defaults {
user_friendly names no
find multipaths yes

}

blacklist {
}

devices {
device {
vendor "HUAWEI"
product "XSG1"
path_grouping policy "multibus"
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path_selector "service-time 0"
path_checker "tur"

prio "const"

failback "immediate"

dev loss tmo 30

fast io0_fail tmo 5
no_path_retry 15

7. Co3naiite HOBBIH naimaiia: Build > Pipelines > Run Pipeline.
8. B oTkphIBIIEMCS OKHE JOOaBbTE MAapaMETPHhI:

e KOLLA ANSIBLE DEPLOY ACTION — deploy;

e KOLLA ARGS — -t cinder, multipath.
9. 3anyctute maittuiaitn: Run pipeline.

10. Jloxxurech 3aBepIleHMs 3aa4 Ha JTare setup.
1. 3anycrure 3aaauy deploy Ha stane deploy.
12. JloxauTech 3aBepILICHHS BBIITOJIHEHHUS OTIEPALIUU.

Bxiarovenue u konpurypanus NFS

1. Otkpoiite BeG-unTepdeiic pazsepuytoro GitLab.
2. Otkpoiite npoekT project_k / deployments / <ums1 pernona>.
3. JoGaBbTe cTpoky B daiin globals.d/REGION.yml:

enable cinder backend nfs: "yes"

4. Coszpnaiite (aitn config/nfs shares ¢ 3anucsmu o kaxxaom Storage-y3ie:

storage01:/kolla_nfs
storage02:/kolla_nfs

5. Ha kaxxnom Storage-y3ie:

1. Coznaiite aiin /etc/exports ¢ uHGOpMaLKEeil 0 MOHTUPOBAHUH XPAHWIIHIIA,
npUMep 3aIucH:

/kolla_nfs 192.168.5.0/24(rw,sync,no_root squash)

2. 3amyctute cepBuc nfsd ¢ momorisio kKoMauab! systemctl start nfs.
6. Co3naiite HOBBIN naiimaiia: Build / Pipelines / Run Pipeline.
7. B oTKpBIBIIEMCS OKHE TOOABBTE MAapaMETPHhI:
o KOLLA ANSIBLE DEPLOY ACTION — deploy;
o KOLLA ARGS — -t cinder.
8. 3amycrtute nmaimiaitn: Run pipeline.
9. oxnuTech 3aBepIlICHHs 3a/1au Ha JTare setup.
10. 3anycrure 3aaauy deploy Ha stane deploy.
11. JloskuTech 3aBepILECHMS BBIIIOJIHEHUS ONIEPALIUU.
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4.2.7 Iloakr0ueHne CIy;keOHbIX CEPBHCOB
4.2.7.1 Hoaknrwuyenue Iloprana agMIHMCTPATHPOBAHUS

IIpu cranpaptHOM ycrtaHoBKe Ilopranm amMuHHMCTpaTOpa yCTAHABIMBAETCS M BKIKOYACTCS
aBTOMaTH4YeCKU. Eciu 3TOro He OBLIO CHeNaHO NMpHU pa3BEPTHIBAHUU PETHOHA, a TaKXKe NpU
HeoOXoauMoCTH  Hcronb3oBanus [loprana aaMuHHCTpaTopa C HECKOJBKHMMU PETrHOHAMH,
oOpaTuTech K pa3zeny: YCTaHOBKA U HACTPOIKa mopTana aIMUHUCTPATOPA.

YcraHoBKa H HACTPOMKA NMOPTAJIa AAMUHUCTPUOBAHUSA

BapI/IaHTBI YCTaHOBKH OJHOPCTUOHAJIBHOI'O U MYJIbTUPCTUOHAJIBHOT'O ITOPTAJIa OTJIMYAatOTCA.
YcraHoBKa H HACTPOMKA OJHOPErHOHAJBLHOI0 NOPTAJIA AAMUHUCTPATOPA

YroObl yCTaHOBUTH MOPTAJ aJMHHUCTPATOPA C OJHUM PETHOHOM:

1. Otkpoiite BeG-unTepdeiic pazsepuytoro GitLab.
2. Otkpoiite npoekT project_k / deployments / <ums1 pernona>.
3. Haiinure ¢aiin globals.d/REGION.yml u ybeaurecs, 4To B HEM €CTh CTPOKHU:

enable adminui: "yes"
adminui_gitlab_username: "root"

4. Coznaiite HoBbIH maiituiaiin: Build > Pipelines > Run Pipeline.

5. B ortkpeiBuiemcs okHe npo6aBbTe mnapamerp KOLLA ARGS co 3HaueHuem -
t adminui.

6. 3amyctute nairuiaiti: Run pipeline.

7. JI0KAUTECH 3aBEPLICHUS BBIIIOJIHEHMS ONIEpaLlUU.

YcraHoBKa M HACTPOIKA MYJIbTHPErHOHAJIBHOI0 NOPTAJIA aAMMHUCTPATOPA
YroObl MOIKIIOUYUTE JTOTIOJTHUTENIBHBIA PETHOH K MOPTALy aAMHHHUCTPATOpa:

1. 3aiinute Ha mo60# Control-y3en noakmoyaemoro perunona no SSH.

2. OtkpoiTe ¢aiin /etc/kolla/adminui-backend/adminui-backend-regions.conf.
Wudopmanus u3 3Toro (aiina moHago0uTCs MO3Ke.

3. Otkpoiite BeO-unTepdeiic pazsepuyroro GitLab neneBoro pernosa.

4. Otxkpoiite npoekT project_k / deployments / <umsi pernona>.

5. Cozpaiite ¢aiin config/adminui/adminui-backend-regions.conf nu no6aBsTe B HEro
paznen [DEFAULT] ¢ nepedncieHueM permoHOB, a TAKKe pa3fell Uil MOAKIIYaeMOro
peruoHa, 3aMeHHUB NapaMeTpPbl COOTBETCTBYIOUIMMHU 3HauUeHUsIMU. He ykasbiBaiite B daiine
JMHAMUYECKHE TTapaMeTphl, B TOM YHCIIE TapOJIH, B IBHOM BHUJIE:

[DEFAULT]
region_names=<uMs LEJIEBOTO PETHOHA™>, <UMS MOAKII0YAEMOT0 pErnoHa™>

[<HMS TOJIKJIFOYaeMOT0 pEruoHa™ |
type=keystack
prometheus_url=https://<VIP_AJIPEC PROMETHEUS>:9091
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gitlab_project name=<ums MoAKIIOYAEMOTO pETHOHA™>

gitlab_repo_address=https://ks-lcm.cloud.itkey.com/project k/devregion

grafana url=https://<VIP agpec Grafana>:3000

opensearch _url=https://<VIP agpec OpenSearch>:5601

adminui_url=https://<VIP agpec Adminui>

gitlab_username={{ adminui_gitlab _username }}

gitlab_password={{ lookup(‘hashi_vault', 'secret={{ vault_engine } }/data/{{ vault prefix
} }/<ums moaxiouaemoro peruona>/passwords_yml:adminui_gitlab _password') } }

vault url={{ vault addr }}/ui/vault/secrets/{{ vault engine }}/list/{{ vault prefix
} }/<uMsl TOAKITF0YaeMOTO peruoHa™>

0s_region name=<uMs NOJKII0YaeMOr0 PETHOHA™>

os_auth_url=https://<VIP agpec noprana aamunuctpatopa>:5000

os_interface=internal

os_endpoint_type=internalURL

0s_username=admin

os_password={{ lookup('hashi_vault', 'secret={{ vault engine }}/data/{{ vault prefix
} }/<umst moakrO9aeMoro permona>/passwords_yml:keystone admin password') }}

0s_project name=admin

os_project domain_name=Default

os_user domain name=Default

drs_endpoint = https://<VIP agpec DRS>:12998

6. Cosnaiite HOBBI naimaiia: Build > Pipelines > Run Pipeline.

7. B otkpeiBuiemcs okHe no6aBbTe mnapamerp KOLLA ARGS co 3HaueHueM -
t adminui.

8. 3amycrtute nmaimiaitn: Run pipeline.

9. loxxuTech 3aBepILCHHsI BHITIOJTHEHUS ONEPaIUH.

4.2.7.2 Tloak/1049eHHE CEPBHCOB MOHMTOPHHTA

CADF (Cloud Auditing Data Federation) — Cranmapt /Ui yHU(QHUKAIUK U CTaHAAPTU3ALUT
cooOmieHnit ayaura B 00nauHbIX BeMHCIeHHsSX. OH mpenocraBiser (opmar ans oOMeHa
uHpopManueit 00 aynuTe MeXAy pa3IMYHBIMH OOJAYHBIMU CEpBUCAMH U IUIATGOPMAMHU, UTO
o0yieryaeT MOHWUTOPHUHI, YIOPABICHWE M OTYETHOCTb B  MHOTOMNOJB30BATEIBCKUX U
MynbTHOONMaUHBIX cpenax. CADF nmomoraer opranuzanusiM OTCIICKUBATh AEUCTBUS U COOBITHS B
obuake, obecrieunBast MPO3PAvYHOCTh U yIIyuIias 0€30MacHOCTb.

Momnutopunr B KeyStack SE peanuzoBan Ha ocHoBe cepBucoB OpenSearch, Prometheus u
Grafana. Bel MokeTe MOJIyduTh JOCTYH K K BeO-uHTEepdeiicaMm 3THX CEpBUCOB IO CIEAYIOMIUM
CCBUIKaM:

e OpenSearch — https://cloud.itkey.com:5601/;

e Prometheus — https://cloud.itkey.com:9091/;

e Grafana — https://cloud.itkey.com:3000/.

ITo YMOJYaHHUIO BCC MCPCUNUCICHHBIC KOMIIOHCHTBI PA3BOPAYNUBAIOTCA OJIA KAXKAOTO PETUOHA.
Ecmu srtoro He mnpomsounuio uiau TpeOyercs AONOJIHHUTENbHAs HACTPOWKa, OOpaTHTECh K

paszeiny YCTaHOBKa U HACTPOMKa CEPBUCOB MOHUTOPHUHIA.

YcraHoBKa H HACTPOMKA CEPBUCOB MOHUTOPHHIA
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[To ymomuanuto Bce komnoHeHThl MoHuTopuHra (OpenSearch, Prometheus, Alertmanager,
Grafana) pa3zBopaunBaroTcs Uit KaX10r0 peruona. Ecnu 3To He ObIIO BBINOJIHEHO, BHITIOIHUTE
3aITyCK CEPBHCOB MOHUTOPUHIA BPYUYHYIO. J[JIsl 5TOTO BBIOIHUTE CIIEAYIOLINE [Iary:

1.

bl

Ortkpoiite BeO-unTepdeiic passepuyroro GitLab.

Ortkpolite npoekT project_k / deployments / <umsi pernona>.

Ortkpoiite daiin globals.d/REGION.yml u ycTtaHoBUTE 3HaueHUs yes ISl HEOOXOIUMBIX
KOMIIOHEHTOB:

enable grafana: "yes"

enable prometheus: "yes"

enable prometheus alertmanager: "yes"
enable opensearch: "yes"
enable cadf audit: "yes"

4.
3.

6.
7.

Coznaiite HOBBII naiitutaita: Build > Pipelines > Run Pipeline.
B oTkprIBIIEMCS OKHE T0OaBBTE MAapaMETPHI:
o KOLLA ANSIBLE DEPLOY_ ACTION — deploy;
o KOLLA ARGS — ykaxwure napameTp -t ¢ TEFrOM HY>KHOI'O KOMIIOHEHTa. MOKHO
NEPEYHCIUTh  HECKOJIBKO  KOMIIOHEHTOB  dYepe3  3amATyio, HalpuMep -
t grafana,prometheus,opensearch.

IIpumeyanue

CADF sBusieTcss HaCTpPOWKOH CEpBUCOB, MO3TOMY JJISi €r0 BKJIIOYEHHUS HE0O0XOIUMO
3aIrycKaTh pa3BEPThIBAHUE O€3 TETOB.

3amyctute naiuiaitH: Run pipeline.
JloKTuTeCh 3aBEPILEHHS BBHITIOJTHEHUS ONEPaIUH.

Hacrpoiika rinyOnnbl xpaneHusi MeTpuk B Prometheus

UtoObl HACTPOUTH TIIyOMHY XpaHEHUs METPUK B Prometheus, BBIOIHUTE MEPEUNCICHHBIE
JIECTBUS:

1.
2.
3.

Ortkpoiite BeO-unTepdeiic passepuyroro GitLab.
Ortkpolite npoekT project_k / deployments / <umsi pernona>.
Buecurte nuzmenenus B ¢aiin globals.d/REGION.yml:

prometheus cmdline extras: "--storage.tsdb.retention.time=60d --
storage.tsdb.retention.size=500GB"

4.
3.

6.
7.

Co3paiite HOBBIN maiiriaiin: Build > Pipelines > Run Pipeline.
B oTkprIBIIEMCS OKHE T0OaBBTE MAapaMETPHI:
o KOLLA ANSIBLE DEPLOY_ ACTION — deploy;
o KOLLA ARGS — -t prometheus.
3amyctute naiuiaitH: Run pipeline.
JloKIuTeCh 3aBepILCHHS BBHITIOJTHEHUS ONEPaIUH.

Co3nanne maodJsona nagexca B OpenSearch
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Uro6sl co3natk mrabiaon unaekca B OpenSearch:

1. Orkpoiite BeO-uHTEpdeiic pazsepHyroro OpenSearch. [Ipu mepBoM Bxoze Bbl Oyxaere
NepeHarnpaBiIeHbl HAa CTPAHHUILY CO3/IaHUS AOIOHOB.

Haxxmute kHOnKy Create index pattern.

B otkpriBmiemcst okHe B mosie Index pattern name yxaxure 3nauenue flog*.

Haxwmure kHonky Next Step.

B none Time field BriGepuTe BapranT @timestamp.

Haxxmute kHonKy Create index pattern.

bk

Hcnonb3oBanne ceppuca xpaHeHus MeTpuk VictoriaMetrics

[To ymonuaHuio, B Ka4eCTBE CepBUCa XpPaHEHUS METPUK ucnoib3yercss Prometheus server.
BMmecTo Hero mim 10moHUTENHHO K HEMY BbI MOXKETE UCTI0IBb30BaTh cepBuc VictoriaMetrics. [Ipu
oJHOBpeMeHHOM BKmoueHHH Prometheus server u VictoriaMetrics o6a cepBuca OynyT paborarh
HE3aBUCHMO.

Jns pabotel ¢ VictoriaMetrics HeoOxomumo Oyner B Grafana BpyuHylo co31aTh
COOTBETCTBYOIUH data source.

Jns pa3BépreiBanus VictoriaMetrics B kKadecTBE CepBHCAa XPAHEHUS METPHK, BBIIIOJHHUTE
CHEAYIOLINE NEUCTBUA:

1. Ortxkpoiite BeG-unTepdeiic pazsepuytoro GitLab.
2. Ortkpoiite npoekT project_k / deployments / <umsi pernona>.
3. Buecute nu3menenus B ¢aiin globals.d/REGION.yml:

enable victoriametrics: "yes"
victoriametrics_vmstorage cmdline extras: "-retentionPeriod 15d -
storage.minFreeDiskSpaceBytes 5000000"

rie victoriametrics vmstorage cmdline extras — HeoO0s3aTeNbHBIN napameTp
JOTIOTHUTEIBHBIX OMIUH 3amycka VictoriaMetrics, B KOTOpOM:

-retentionPeriod — 1IMTeNEHOCTH XpaHEHUs TaHHBIX, IO YMOJIYaHuIo | Mecsll;
-storage.minFreeDiskSpaceBytes — MHHHManbHOE CBOOOJHOE MECTO, IOCIE
KOTOPOrO  CepBUC  mepecTaéT  NPUHMMATh  HOBbIE  JIaHHBIE,  TI0
ymomdanuto 10000000.
4. Cosznaiite HoBbIH maiituiaiin: Build > Pipelines > Run Pipeline.
5. B oTkpsbiBIIEMCs OKHE 100aBbTE MapaMeTphl:
o KOLLA ANSIBLE DEPLOY_ ACTION — deploy;
o KOLLA ARGS — -t victoriametrics.
6. 3amycture mairuiaiia: Run pipeline.
7. JlOKOUTECH 3aBEPLICHUS BBIIIOIHEHUS OIEPALIUH.

4.2.7.3 lloak/I04eHNEe CEPBUCOB ayIuTa

J11s1 BBIBOJIA JIOTOB B YJIaJICHHBII CEpBUC CUCTEMHOTO XypHaia (syslog) ucronssyercs fluent-
plugin-remote syslog — mnarun Fluentd.

Hacrpolika rarusa 1o yMmojaI4aHulo:
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<match **>

@type remote_syslog
host 10.120.120.125
port 514

protocol tcp
</match>

YroObl N3MEHUTH HACTPOUKY IJIaTWHA!

1. Ortxkpoiite BeG-unTepdeiic pazsepuyroro GitLab.

2. Ortkpoiite npoekT project_k / deployments / <umsi pernona>.

3. Tlepetigure B nupexroputo config. Ecnu Takol AupekTopun HeT, cozaaire eé.

4. Coznaiite daiin fluentd/output/fluent-plugin-remote_syslog.conf co CIICAYIOLIHM
COZEPKUMBIM:

<match <perymnspHoe BeIpaskeHHE /Uil GUIBTPALUH 3auceir™>>
@type copy
<store>
@type opensearch
host {{ opensearch_address } }
port {{ opensearch_port }}
scheme {{ fluentd opensearch _scheme }}
{% if fluentd opensearch path !=" %}
path {{ fluentd opensearch path }}
{% endif %}
{% if fluentd opensearch scheme == "https' %}
ssl_version {{ fluentd opensearch ssl version }}
ssl_verify {{ fluentd opensearch ssl verify }}
{% if fluentd opensearch cacert | length > 0 %}
ca_file {{ fluentd opensearch cacert }}
{% endif %}
{% endif %}
{% if fluentd opensearch user !="and fluentd opensearch password !="%}
user {{ fluentd opensearch user }}
password {{ fluentd opensearch password }}
{% endif %}
logstash format true
logstash prefix {{ opensearch log index prefix }}
reconnect_on_error true
request_timeout {{ fluentd opensearch request timeout }}
suppress_type name true
<buffer>
@type file
path /var/lib/fluentd/data/opensearch.buffer/openstack.*
flush_interval 15s
</buffer>
</store>
<store>
@type remote_syslog
host <IP-anpec rmiaruna>
port <mopT IUIaruHa>
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protocol <mpoToko /I B3aUMOJEHCTBUS C IIIAaTHHOM>
</store>
</match>

5. Cozpnaifre HOBBIH naitmaita: Build > Pipelines > Run Pipeline.
6. B oTkpbIBIIEMCs OKHE 100aBbTE MMapaMeTphl:
o KOLLA ANSIBLE DEPLOY_ ACTION — deploy;
o KOLLA ARGS — -t opensearch.
7. 3amycture mairuiaiia: Run pipeline.
JloKIuTeCh 3aBEPILCHHS BBHITIOJTHEHUS ONEPaIUH.
9. (OnumonansHO)  YOemurech, 4ro  KOHpurypamumoHHblii  ¢aitn  Fluentd td-
agent.conf conep>XuT 100aBICHHBIC TaHHBIC.

*®

Hwxke npuBenén npumep KoHpurypaumonnoro daiima OpenSearch ans ormpaBku Bcex
JTaHHBIX B cepBHC syslog o nporokomy UDP na IP-agpec 10.10.140.100 u mopt 7710:

<match **>
@type copy
<store>
@type opensearch
host {{ opensearch_address } }
port {{ opensearch_port }}
scheme {{ fluentd opensearch _scheme }}

{% if fluentd opensearch path !=" %}
path {{ fluentd opensearch path }}

{% endif %}

{% if fluentd opensearch scheme == "https' %}
ssl_version {{ fluentd opensearch ssl version }}
ssl_verify {{ fluentd opensearch_ssl verify }}

{% if fluentd opensearch cacert | length > 0 %}
ca_file {{ fluentd opensearch cacert }}

{% endif %}

{% endif %}

{% if fluentd opensearch user !=" and fluentd opensearch password !="%}
user {{ fluentd opensearch user }}
password {{ fluentd opensearch password }}

{% endif %}
logstash format true
logstash_prefix {{ opensearch log index prefix }}
reconnect_on_error true
request_timeout {{ fluentd opensearch request timeout }}
suppress_type name true
<buffer>
@type file
path /var/lib/fluentd/data/opensearch.buffer/openstack.*
flush_interval 15s
</buffer>

</store>

<store>
@type remote_syslog
host 10.10.140.100
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port 7710
protocol udp
</store>
</match>

4.2.8 IIpoBepka padoTOCIOCOOHOCTH CHCTEMBI

[TpoBepka pabOTOCTIOCOOHOCTH PETHOHA MTO3BOJISIET YOS TUTHCS, YTO BUPTYAIbHBIE MAIIMHBI
CO3JIAIOTCS U JOCTYIHBI 110 CETH, YTO MOATBEPHKIAET pabOTOCTIOCOOHOCTH LIETIOYKH CEPBUCOB
(MariaDB, HAProxy, Cinder, Nova, Neutron, Glance).

e [loakmounrtecs k nuTepdericy OpenStack CLI.

e [IpoBepbTe CETEBYIO TOCTYMHOCTh BCEX Y3JIOB 00JIaka C MOMOIIbIO KOMaHbI ping .

¢ Brmonnure komanay openstack compute service list a1 mpoBepkr COCTOSHUS
BBIYUCIIUTENILHBIX CEPBUCOB. Y OEIUTEChH, UTO BCE CEPBUCH HAXOIATCS B COCTOSIHUU UP .

e Brmonaute komaunay openstack volume service list A IpOBEPKU COCTOSHUS CITYKOBI
TOMOB. Y0euTech, 4TO BCE CEPBUCH HAXOAATCS B COCTOSIHAU U .

e Brmonnure komanay openstack server list 11st IpOBEpPKH COCTOSIHHUS BUPTYaJIbHBIX

MalINH.
e Hcnons3ys OpenStack CLI, nopran camoo6cmyxuanus AdminUI unu [Hopran
aJIMUHHICTPATOpa, co3aiTe HecKobko BM ¢ pasnuuHbiMu (hi1eiBOpaMu U BBITIOJIHUTE UX
live-murpanuto.

4.2.9 Co3nanmne pesepBHoii konuun LCM-cepBepa

st coznanus pe3epBHOM KON BBINOJIHUTE CIEAYIOLINE IATru:

1. Ilogkmountech k LCM-cepBepy OoT uMeHHM noJab3oBarens root. Ckomnupyirte
comepxkumoe ckpunta backupLCM.sh® (cm. mnpumedanwe 2, pasnen «YcCTpaHCHHE
HEHCIIPAaBHOCTEH IpH CO3JaHUN/BOCCTAHOBICHHM pe3epBHOM komuum LCM-cepBepa») B
KaTaJjor, CoOAEpKallui pacCliaKOBaHHbIM HHCTAJLISTOP.

2. Ilepeiiaure B KaTajor ¢ MHCTAUIATOPOM M YCTaHOBHUTE IpaBa JOCTyHa Ha Qaiin
CKpHUIITa KOMaHJIOM:

chmod 750 backupLCM.sh

3. 3arpy3ure nepeMeHHble, He0OX0IUMbIE IJIs1 paObOTHI CKPUNITA, BBIOJHUB KOMaHY:

source /installer/config/settings

4. 3amycTuTe npouecc Co3AaHus pe3epBHON KOIIMU KOMaH10i:

/backupLCM.sh

5. JoxnauTech 3aBeplieHus padoTel ckpunta. CKonupyiite co3aanHbli (paiin pezepBHOI
Konuu U3 Katanora /installer/backup’ B HapéxHOe XpaHuiuie.

6. CoxpaHuTe KOIHUIO KaTajora ¢ MHCTAUIATOPOM B HaIEKHOE XPAaHUIIMILE.

4.2.10 Boccranoiaenue LCM-cepBepa u3 pe3epBHOIl KONTUHA

Jlia BoccranoBneHust LCM-cepBepa 3 pe3epBHOM KONMMU MCIOIB3YHTE MHCTAJLIATOP TOU
K€ BEPCUH, UTO IIPUMEHSIICS IIPU CO31aHUU KONMU. BBINOIHUTE ClleyIOIue Iaru:

1. Ioaxmnrounreck k cepeepy LCM oT umenu nosaps3zoBarens root. CKONUPYHTE COAEPKUMOE
ckpunita ‘restoreLCM.sh® (cm. mpumeuanue 3, pasngen «YCTpaHeHHWE HEUCHIPABHOCTEH mpu

48



CO3JIaHMH/BOCCTAHOBIIEHUH pe3epBHOI konmun LCM-cepBepa») B KaTaJor ¢ pacnakOBaHHBIM
HMHCTaJUISITOPOM.
2. IlepeiinuTe B KaTajor ¢ MHCTAJUIATOPOM M YCTaHOBMTE IpaBa AOCTyMa Ha (ailn ckpumra

KOMAaHOM:
chmod 750 restorelLCM.sh

3. Tlomectute (aiia pe3epBHOM KOMMM B TOT >K€ Karajor, TIJ€ HAaXOAUTCA CKPHUIIT
‘restoreLCM.sh".

4. 3arpy3uTte nepeMeHHbIe, HEOOXOAUMBIE JIJIsi pa0OTHI CKPUIITA, BBIMIOJTHUB KOMaHTY
source /installer/config/settings

5. Ecnu karamor ycrtaHoBieHHbIM LCM-ceBpepoM OTCYTCTBYET, BBIIOJIHHUTE YCTAHOBKY
LCM-cepBepa B COOTBETCTBUU C MHCTPYKIMEN IO YCTAHOBKE, 3aT€M BEPHUTECH K 1Iary 1 jaHHON
IIPOLEAYPBIL.

6. Yo6enutech, uyto KoHTeiHepsl LCM-cepBepa octaHoBieHbl. [Ipu HeoOXommumocTu
OCTaHOBUTE UX (cM. mpumeuaHue 1, pasgen «YCTpaHEHHE HEWUCIIPaBHOCTEH IpuU
CO3JIaHMH/BOCCTaHOBIIEHUH pe3epBHOM konu LCM-cepBepay).

7. 3anycTUTE MPOLECC BOCCTAHOBICHUS KOMaHI0M:
./restorelLCM.sh

B nporecce BoccTaHOBIIEHUS TOTPEOYETCsI BBECTH IMAPOJIH OT BOCCTAHABIMBAEMBIX CEPBHCOB.

8. Eciin mocne BOCCTaHOBIIGHUSI HEKOTOPBIE CEPBUCHI HE 3aITyCTHIIUCh, 00PATUTECH K pa3zeny

«YCcTpaHeHHE HEHCHPABHOCTEW» WM CBSXKUTECH C MPEJACTABUTEIEM KOMITAHUM MPOU3BOJUTENS
T1O OIT «KS».

4.2.11 Hacrpoiika ayaura joros B OpenSearch Dashboards

1. HacTpoiika ayiuTa JIOrOB IIpU aBTOPU3ALIMHU [10JIb30BATEIEH

Boiigure B OpenSearch Dashboards mon yueTHOW 3amuchio aaMHHHCTpaTopa (Hampumep,
admin). 3arem nepeiinute B MeHI0O Management — Security — Audit logs.

Haznauenue crpanunsl Audit logs: Dta cTpaHula npeaHa3HayeHa Uil HACTPOMKHU ayuTa —
OTCJIeKHMBAHUSA U 3aIIUCH JeHCcTBUH mosib3oBaTeneil B kiaacrepe OpenSearch. Ayaut norupoBanue
MO3BOJISIET (PUKCUPOBAThH MOMNBITKU JOCTYIA, YCIEUIHbIE M HEYCIEIIHbIE BXOJbI, 3alpochl 0e3
HEOOXOIMMBIX TpaB U JApyrue coObitusi Oe3omacHocTH. Ha crpanmme Audit logs MoxkHO
BKJIIOYHMTH/BBIKITIOUUTh ayIUT U 331aTh, KaKHe KaTErOpUU COOBITUH JIOTUPYIOTCS, a KakKHe
UTHOPUPYIOTCS, HE MpHrleras K peIakTHPOBAHUIO KOH(PHUTYypAIIHOHHBIX (DaiIOB BPYyUHYIO.

Kondurypanus kareropuii aynura: B pa3nene General settings naxxmure Configure. Haiinure
nonie REST disabled categories (MeTka MoxeT orobpaxkarbes kak audit:disabled rest categories).
B 3TOM MHOTOCTPOYHOM T110JI€ YKe BEIOpaHbI CIEIYIOIUE KATErOPUU COOBITHIA, HCKIIIOUEHHbIE U3
aymura REST API: GRANTED PRIVILEGES, BAD HEADERS, MISSING PRIVILEGES,
SSL_EXCEPTION. 3Oto o03HauaeT, 4TO COOBITHA ATHX TUIIOB HE OYyAyT 3aluCBIBATHCS NPHU
B3aumozeiicTBuax uepe3 REST-unrepdeiic OpenSearch. Ecnu ménkHyTs O AaHHOMY IOJIO,
pacKpoeTcss CHUCOK BCEX JOCTYIHBIX KAaTerOpHil aynuTa — Cpead HHUX Bbl YBUIHMTE TaKxKe
FAILED LOGIN u AUTHENTICATED. Ilo ymoi4aHui0 3TH KaTeropuu He I00aBJICHBI B
CIHMCOK OTKJIIOUEHHBIX, TO €CTh COOBITUS HEYJAYHOTO BXOJa M YCIEUIHON ayTeHTH(HKAIUU
II0JIb30BATENIEN JIOTUPYIOTCA B ayauTe (OHM HM3HAdaiabHO BKIo4eHb aAnss REST-cnos). Ilpu
HEO0XOIMMOCTH aIMUHHCTPATOP MOXKET JOOABUTh UX B IOJIE OTKIIOYEHHBIX KaTeropuii (BHIOpaB
U3 BBINAIAOLIETO CIHCKA) — IOCIE COXPAHEHHsI HACTPOUKU 3TU COOBITHS OyIyT MCKIIIOYECHBI U3
norupoBanus. Onnako B Hamem ciaydae FAILED LOGIN n AUTHENTICATED ocrasinstor
aKTUBHBIMH, YTOOBI 2y TUT (PUKCUPOBAJ KaK HEYyIaUHbIE IIONBITKU BX0/Ia, TAK U YCIICUTHbIE JIOTUHBI
nojnb3oBarenei Opensearch.

HrnopupoBaHue CUCTEMHBIX Mojab3oBarenel: Ha nanHou e crpanuie B pasgene Ignore
settings Haiiaure mone Ignored users. 31ech yKa3bIBarOTCS Y4ETHBIC 3allMCH, YbU JCHCTBUS HE
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JOJDKHBI (PUKCUPOBATHCA B ayJUT-JIOTaX, YTOOBI OT(HUIBTPOBATH JHUIIHHE CUCTEMHBIE COOBITHSL.
[Tonp30BaTemny, NEPEYHCICHHBIE B 3TOM CIIUCKE, OyIyT MPOUTHOPUPOBAHBI MEXaHU3MOM ay/INTA.
Kak mpaBumiio, croja BKJIIOYAIOT CIIy)KEOHBIC YYETHbIE 3amucu. B Hamem ciiyyae B CIHCKE
UTHOPUPYEMBIX YKa3aHBI:

o kibanaserver — BCTpOoeHHBIM cepBUCHBIN monb3oBaTenb OpenSearch Dashboards (mo

YMOJYAHHUIO YK€ UCKIIIOUAETCS U3 ayJUTa).

e fluentd — yuernas 3amuch, mox kotopoii Fluentd mogkmrodaercs Ha Kaxmoil Home IS
otmpask# Joros B OpenSearch.

o dashboards — cyxeOHnas yuerHas 3anuch, koropyto OpenSearch Dashboards ucrnonszyer
U1 ToAKIoueHust kK camoMmy OpenSearch.

HckimoueHne 3THX MOJIb30BaTeNel U3 ayJuTa MO3BOJSIET HE 3aXJIaMIISATh KypHall 4acThIMHU
CHCTEMHBIMH 3allPOCAaMH M COCPEIOTOUYUTHCA Ha JEHCTBUAX pealbHbIX IMoyib3oBaTeneil. Takum
obpa3om, Ha ctpanune Audit logs HacTpoeH ayauT JorupoBaHus BHyTpu camoro OpenSearch
(xateropuu COOBITHI U UTHOPUPYEMBIX MOJIB30BATENEH) B COOTBETCTBUU C TPEOOBAHUAMMU.

2. Ilouck ¥ MpOCMOTp JIOTOB ayIUTa ayTeHTH(PUKALNY TTOJIb30BaTeNIeH

[Tocne BKITIOYEHUS U HACTPOMKHU ayAUTa HEOOXOAUMO yOCAUTHCS, UYTO COOBITHSI aBTOPU3ALIUT
JeWCTBUTENBHO 3aIHMCHIBAIOTCS, M HAYYUTHCS UX MpOcMaTpuBarh uepe3 urepdeiic OpenSearch
Dashboards.

Co3manue mrabnoHa MHIEKCa Ui ayauT-loroB: B MeHio Management (ymnpasieHue)
nepeiinute B pasnen Index Patterns (mraGmoHbI MHIEKCOB). 3/1€Ch OTOOpPa)XKaeTCsl CIIUCOK YKe
CO3JIaHHBIX I1a0JI0HOB. Hampumep, B cucteMe MOXET yke cymecTBoBarh mabdnon flog* (s
apyrux Joros). Temepb co3gaguM HOBBIA MIa0NOH A7 HMHIEKCUPOBAHHBIX ayIUT-JIOTOB
6e3omacHoctn. Haxmure Create index pattern (Co3gate mabinoH uHAekca). B mone uMeHu
mabnona BBenuTe security-auditlog®. DToT mabaoH MOKPOET Bce MHIEKCHI, B KOTOPBIX XPaHATCA
coObITHs ayauTta (rmo ymomdanuto OpenSearch co3mgaer nHAEKCH ayauTa ¢ nIpeduKkcoM security-
auditlog- u naroii, Hampumep security-auditlog-2025.12.06). Ha mare BeiOopa BpeMEHHOTO TOJIst
yKaXuTe (@timestamp (3TO 1oJie MPUCYTCTBYET B JOKYMEHTAX ayJIUT-JIOTOB U COJNEPKUT METKY
BPEMEHU COOBITHS). 3aTeM COXpaHUTE HOBBIH 11a0JI0H.

[TpocmoTtp coOwituii B Discover: Ilepeiinute B pa3zaen Discover. B Bepxnell yacTu okHa
Discover, B BbIIIaIatolIeM CIECKe BbIOOpa TaHHBIX (PSAIOM C 3ar0JIOBKOM), TETIEPh JOCTYITHBI /1Ba
BapHaHTa HMHJEKCOB: paHee cymectBoBaBmuii flog* u cozmannbiii Hamu security-auditlog™®.
Bribepure nnnekcHslii mabion security-auditlog*®. [Tocne 3Toro B 00:1acTH pe3ybTaTOB MOSBATCS
JTOKYMEHTHI U3 ayauT-oroB 6e3zomnacHoctd OpenSearch. Kaxxaplii JOKyMEHT NpeacTaBiIsieT 0JTHO
COOBITHE ayJUTa — HAallpUMeEp, YCHelIHas ayTeHTH(PUKaLKs I HEeYJauHblid JTOTUH. Bl MoxeTe
YBHUJIIETh TOJSI KaXKIOro COOBITHS: (@timestamp (Bpemst), audit category (kaTeropusi cCOOBITHS),
audit request effective user (MM mOIB30BATENsA, OT KOTOPOTO BBHINIOJHEH  3aIpoc),
audit request remote address (IP-agpec ucrounuka), u apyrue neranu. OOpariaiite BHUMaHUE
Ha nonie audit category — B HEM yKa3aHO, K KAKOMY THITy OTHOCUTCs coObiTue. Hampumep, mis
MIOTIBITOK BXOJa 0e3 MpaBUIIBHBIX Y4eTHBIX naHHbIX Oyner xateropust FAILED LOGIN, a nns
ycremHbix  BXxogoB — AUTHENTICATED. HWcnone3ys ¢unsTpel  Discover, MOXHO
OT(UIBTPOBATH COOBITHS 110 KOHKPETHBIM KaTErOpHsIM (HampuMep, MOKa3aTh TOJIBKO HEYJauHbIe
JIOTUHBI) WX TIO TToJib3oBatensim/IP.

Takum oOpa3om, uepe3 wuHTepgeiic Discover Npou3BOAUTCS JIEMOHCTPUPYEM, YTO
HACTPOEHHBIN ayuT paboTaet: *KypHau security-auditlog® cogepxkut 3amucu 000 Bcex MOMBITKAX
ayTeHTH(UKauu nosb3oBaTeneii BHyTpu OpenSearch
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4.3 ITOATOTOBKA K PABOTE

5.1 IIpoBepka cOOTBEeTCTBHUS TPEOOBAHUAM

Ilepen wavanom oskciutyatauuu [1O  HE0OXOAMMO MPOBEPUTH €rO0 COOTBETCTBHE
TpeOOBAaHUSAM K KOMIUIEKTHOCTH, YIAaKOBKE W MAapKUPOBKE, OTPAKEHHBIM B JIOKYMEHTE
«I[Iporpammuoe obecneuenne «Ob6naunas tuatpopma KeyStack SE v.1». Dopmymspy,
1087746411378.62.01.29.000.001 ®O B 3aBucuMocTH OT BapraHToB ucnoiaHeHus [10.

[Tpu npoBepke KOMIIEKTHOCTH MPOBOJIUTCS MPOBEPKaA LEJIOCTHOCTH M KaYecTBa 3alUCH
IUCTpUOYyTHUBa MporpaMMHOro oOecnedenus [1O Ha onTuyeckoM HocuTele WHGOpMALUU
MIOCPEJICTBOM TOJICYETa KOHTPOJIBHOM CYMMBI AUCTPUOYTHBA U CPaBHEHUS MX C KOHTPOJIbHOM
CYMMOM, oTpakeHHOM B gokymeHTe «lIporpammuoe oOecmneuenne «OOnayHas muatdopma
KeyStack SE v.l». ®opmymsap», 1087746411378.62.01.29.000.001 &O. Heobxonumo
MIPOU3BECTH pe3epBHOE KomupoBaHue kKoHpuryparmu [10 (He MeHee 2-X KOmwii) it OOHOBIICHUS
(mpu HEOOXOAUMOCTH) U MPoBepKU 1ernocTHocTH [10.

5.2 IloaroroBka I1O «KeyStack SE» k padore

[Tepeuenp nporpaMMHOro oOecrieueH s, BKIIOYAIONIUI CUCTEMHOE, 6a30Boe U
npuknagHoe [10, npusenen B IlosicHuTENBHOMN 3amKCKe.

CuCTeMHBIH aJMUHUCTPATOP UCIIOIB3YET B paboTe cienyromue nHTepdenco
[TnatdopMbl, JOCTYIHBIE 110 MPEICTABIECHHBIM J1aJI€€ CCHUIKAM:

ITopran AIMUHUCTPUPOBAHNUS;

Opensearch;

Grafana;

Prometheus

GitLab

Hashicorp Vault

NetBox

OcHoBHBIM pabounM BeO-uHTephericoM sistercs Ilopran AIMUHUCTPUPOBAHHUSL.

[Tomumo BeO-unTEpeiica, B paboTe MOXKET ObITh UcOIb30BaHa yTrinTa Openstack CLI.

5.3 Hoakarwuenune k Iloprany axMuHMCcTpaTOopa

Hcnons3yire [lopran agMmuHucTpaTOpa IS YIPaBICHUs BBIYMCIUTEIBHBIMU PECYpPCAMU
obuaka.
ITopram agMHUHHCTpAaTOpa MOXKET HCIIOIb30BAaThCs IS YIPAaBICHUS KaK OJHUM, TaK U
HECKOJIbKMMU PETHOHAMU.
[Tonxmrouenue k mHTEepdeiicy ynpasienus Iloprana agMuHUCTpaTOpa MPOU3BOIUTCS C
NOMOIIBIO BeO-Opay3epa. Mcnomnb3yiite Opay3epsl akTyalbHBIX Bepcuil i goctyna k [lopramy:
e Google Chrome 72 u BbIIIE;
e Mozilla Firefox 63 u Bbite.
IIpu 3anpoce j1orvuHa U Maposist BBEAUTE YUETHBIC TaHHBIE.

Hoaxknrouyenue k nHTEpdeiicy ynpasaenus NetBox
NetBox — KOMITOHEHT B COCTaBe MHCTALIATOpa, pasMerieHHbld Ha LCM-y3mie. UToOsl
MOAKIIOYUTHCS K M0JIb30BATEIBCKOMY BeO-uHTEpdEiCy, nepenanTe o

anpecy https://netbox.cloud.itkey.com .
CrapToBas cTpaHHUIIa OTOOpaXKaeT pa3ielibl, BHIOPAaHHBIC K HACTPOSHHBIE CAMOCTOSTEIBHO.
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IToakmouenne k unrepgeiicy ynpasiaenuss Openstack CLI

Wntepdeiic ynpasienus OpenStack CLI mo3Bossier BeimonHaTh koManasl OpenStack B
unTepdeiice komannnoi crpoku. OpenStack CLI MokeT ObITh ycTanoBiieH Ha y3eid LCM wim
000 Ipyroil BHEITHUHN y3ell.

s ycranoBku u Hactpoiiku OpenStack CLI obpaturecs k uHcTpykuuu: [loakmouenue
K uHTepdeiicy komanaHoi crpoku OpenStack.

Jns nmonydenus: cnpaBku no komangam OpenStack CLI oOpaTturech K JTOKyMEHTalUU
OpenStack: https://docs.openstack.org/ocata/user-guide/cli-cheat-sheet.html.

IToakarouenne k nuuTepdeiicy komanaHoii crpokn OpenStack

Jns BemonHenus komaHa OpenStack HeoOXoaumo TOAKIIOYEHHE K HHTEpQEicy
komanHoH cTpoku (OpenStack CLI). [ns ynpasnenus cepsucom DRS ucnonb3yercst unrepdeiic
KOMaHJHOU cTpokH drsclient. DT KIMEHTHI yke BXoaaT B moctaBky LCM-y3ma KeyStack, Ho ux
TaKKe MOXHO YCTaHOBUTh Ha paboyee MeCTO aaMUHHCTparopa. Hike mpuBeleH MOpsSIoK
yCTaHOBKH HHTep(eiicoB KOMaHTHON CcTpOoKH 1uisl paznuuHbix OC.

Ycranoska kiaunenToB CLI mox Linux

YcTaHOBKA BBITIOJIHAETCS C TOMOIIBI0 MeHemKkepa makeroB Python pip. YtoOwr
YCTaHOBHUTh HEOOXOJUMBIC MTAKETHI, BBIOTHUTE KOMAH/IbI:

$ sudo pip install drsclient

$ sudo pip install python-cinderclient

$ sudo pip install python-novaclient

$ sudo pip install python-openstackclient

IHonyyenne ¢aiiia openrc

Jns nonkmovyenus: k CLI HeoO6xoaumo 3arpy3uth ucxonusiit (aiin OpenStack RC. Dot
¢aiin ycTaHaBIMBAET IEPEMEHHBIEC OKPYKEHHS, HEOOXOIMMBbIE JJIs TOAKIIOYSHUS U aBTOPH3AIUN

kiuenta OpenStack CLI. @aiin openrc MOXKHO MOJIYYHUTh Pa3HBIMH CIIOCOOAMHU.

IHonyyenne ¢aiina openrc u3 Vault
[Ipu monmyuenuu ¢aiima openrc 3TUM CIOCOOOM B HEM SBHO YKa3bIBae€TCs MNapoiib

nosb3oBaress admin. Byabre ocTOPOXKHBI IPH 0OpaIeHNH ¢ paitoMm.
3aitgute Ha LCM-y3en uepe3 SSH.

BrimonHuTe KOMaHay sKcnopTa (aiina openrc :

# podman exec -ti vault vault read secret v2/data/deployments/<ks-
lcm.cloud.itkey.com>/<ums perumona>/openrc -format=json | jq -r '.data.data.value' >
openrc-<uMs peruoHa>.sh

IIpumenenue ¢paiiia openrc
Ecmu BBl ucnons3yere coOcTBeHublii cepruduxar CA, yoemurech, yto nemouka CA-
Y y
ceprudukaroB chain-cert.pem coxpanena B qupektopuu /installer/data/ca/cert/ cepsuca Vault.

B umnoprupoBanHblii (aiin 100aBbTE CTPOKY:
export OS CACERT=/installer/data/ca/cert/chain-ca.pem

Ckonupyiite ¢aiin openrc Ha KOMIBIOTEP € yCTaHOBIEHHBIM KineHToM OpenStack CLI.

BrinonnuTe KoMaHy Ui Bamiero (aiia a1 yCTaHOBKU MEPEMEHHBIX OKPYKCHUS:
$ source admin-openrc.sh
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[TpoBepka pabotocnocooHocTr OpenStack CLI

Jlyiss mpOBEpPKU KOPPEKTHOCTH HACTPOCK BBIMOJHUTE KOMAaHIY, KOTOpas BO3BpallacT
CIIMCOK BUPTYAJIbHBIX MAIllIUH:

$ openstack server list

[TonHbIfi cnMcOK KOMaHA M jApyras cropaBouHas wuHpopmauus mno OpenStack
CLI: https://docs.openstack.org/python-openstackclient/latest/index.html

Ilepeyenb KOMaH AOCTYNHBIX YTHIINTE H COBMecTHMBIX ¢ OO:
access rule delete Delete access rule(s)
access rule list List access rules
access rule show Display access rule details
access token create Create an access token
address group create Create a new Address Group
address group delete Delete address group(s)
address group list List address groups
address group set Set address group properties
address group show Display address group details
address group unset Unset address group properties
address scope create Create a new Address Scope
address scope delete Delete address scope(s)
address scope list List address scopes
address scope set Set address scope properties
address scope show Display address scope details
aggregate add host Add host to aggregate
aggregate cache image Request image caching for aggregate
aggregate create Create a new aggregate
aggregate delete Delete existing aggregate(s)
aggregate list List all aggregates
aggregate remove host Remove host from aggregate
aggregate set Set aggregate properties
aggregate show Display aggregate details
aggregate unset Unset aggregate properties
application credential create Create new application credential
application credential delete Delete application credentials(s)
application credential list List application credentials
application credential show Display application credential details
availability zone list List availability zones and their status
bgp dragent add speaker Add a BGP speaker to a dynamic routing agent (python-neutronclient)
bgp dragent list List dynamic routing agents (python-neutronclient)
bgp dragent remove speaker Removes a BGP speaker from a dynamic routing agent (python-
neutronclient)
bgp peer create Create a BGP peer (python-neutronclient)
bgp peer delete Delete a BGP peer (python-neutronclient)
bgp peer list List BGP peers (python-neutronclient)
bgp peer set Update a BGP peer (python-neutronclient)
bgp peer show Show information for a BGP peer (python-neutronclient)
bgp speaker add network Add a network to a BGP speaker (python-neutronclient)
bgp speaker add peer Add a peer to a BGP speaker (python-neutronclient)
bgp speaker create Create a BGP speaker (python-neutronclient)
bgp speaker delete Delete a BGP speaker (python-neutronclient)
bgp speaker list List BGP speakers (python-neutronclient)
bgp speaker list advertised routes List routes advertised (python-neutronclient)
bgp speaker remove network Remove a network from a BGP speaker (python-neutronclient)
bgp speaker remove peer Remove a peer from a BGP speaker (python-neutronclient)
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bgp speaker set Set BGP speaker properties (python-neutronclient)

bgp speaker show Show a BGP speaker (python-neutronclient)

bgpvpn create Create BGP VPN resource (python-neutronclient)

bgpvpn delete Delete BGP VPN resource(s) (python-neutronclient)

bgpvpn list List BGP VPN resources (python-neutronclient)

bgpvpn network association create Create a BGP VPN network association (python-
neutronclient)

bgpvpn network association delete Delete a BGP VPN network association(s) for a given BGP
VPN (python-neutronclient)

bgpvpn network association list List BGP VPN network associations for a given BGP VPN
(python-neutronclient)

bgpvpn network association show Show information of a given BGP VPN network association
(python-neutronclient)

bgpvpn port association create Create a BGP VPN port association (python-neutronclient)

bgpvpn port association delete Delete a BGP VPN port association(s) for a given BGP VPN
(python-neutronclient)

bgpvpn port association list List BGP VPN port associations for a given BGP VPN (python-
neutronclient)

bgpvpn port association set Set BGP VPN port association properties (python-neutronclient)

bgpvpn port association show Show information of a given BGP VPN port association (python-
neutronclient)

bgpvpn port association unset Unset BGP VPN port association properties (python-
neutronclient)

bgpvpn router association create Create a BGP VPN router association (python-neutronclient)

bgpvpn router association delete Delete a BGP VPN router association(s) for a given BGP VPN
(python-neutronclient)

bgpvpn router association list List BGP VPN router associations for a given BGP VPN (python-
neutronclient)

bgpvpn router association set Set BGP VPN router association properties (python-neutronclient)

bgpvpn router association show Show information of a given BGP VPN router association
(python-neutronclient)

bgpvpn router association unset Unset BGP VPN router association properties (python-
neutronclient)

bgpvpn set  Set BGP VPN properties (python-neutronclient)

bgpvpn show Show information of a given BGP VPN (python-neutronclient)

bgpvpn unset Unset BGP VPN properties (python-neutronclient)

block storage cleanup Do block storage cleanup

block storage cluster list List block storage clusters

block storage cluster set Set block storage cluster properties

block storage cluster show Show detailed information for a block storage cluster

block storage log level list List log levels of block storage service

block storage log level set Set log level of block storage service

block storage resource filter list List block storage resource filters

block storage resource filter show Show filters for a block storage resource type

block storage snapshot manageable list List manageable snapshots

block storage volume manageable list List manageable volumes

cached image clear Clear all images from cache, queue or both

cached image delete Delete image(s) from cache

cached image list Get Cache State

cached image queue Queue image(s) for caching

catalog list List services in the service catalog

catalog show Display service catalog details

command list List recognized commands by group

complete  print bash completion command (cliff)

compute agent create Create compute agent

compute agent delete Delete compute agent(s)

54



template

template

groups

compute agent list List compute agents

compute agent set Set compute agent properties

compute service delete Delete compute service(s)

compute service list List compute services

compute service set Set compute service properties

configuration show Display configuration details

consistency group add volume Add volume(s) to consistency group
consistency group create Create new consistency group

consistency group delete Delete consistency group(s)

consistency group list List consistency groups

consistency group remove volume Remove volume(s) from consistency group
consistency group set Set consistency group properties

consistency group show Display consistency group details

consistency group snapshot create Create new consistency group snapshot
consistency group snapshot delete Delete consistency group snapshot(s)
consistency group snapshot list List consistency group snapshots
consistency group snapshot show Display consistency group snapshot details
console log show Show server's console output

console url show Show server's remote console URL

consumer create Create new consumer

consumer delete Delete consumer(s)

consumer list List consumers

consumer set Set consumer properties

consumer show Display consumer details

container create Create new container

container delete Delete container

container list List containers

container save Save container contents locally

container set Set container properties

container show Display container details

container unset Unset container properties

credential create Create new credential

credential delete Delete credential(s)

credential list List credentials

credential set Set credential properties

credential show Display credential details

default security group rule create Add a new security group rule to the default security group

default security group rule delete Remove security group rule(s) from the default security group

default security group rule list List security group rules used for new default security groups
default security group rule show Show a security group rule used for new default security

domain create Create new domain

domain delete Delete domain(s)

domain list List domains

domain set  Set domain properties

domain show Display domain details

ec2 credentials create Create EC2 credentials

ec2 credentials delete Delete EC2 credentials

ec2 credentials list List EC2 credentials

ec2 credentials show Display EC2 credentials details
endpoint add project Associate a project to an endpoint
endpoint create Create new endpoint

endpoint delete Delete endpoint(s)

endpoint group add project Add a project to an endpoint group

55



endpoint group create Create new endpoint group

endpoint group delete Delete endpoint group(s)

endpoint group list List endpoint groups

endpoint group remove project Remove project from endpoint group

endpoint group set Set endpoint group properties

endpoint group show Display endpoint group details

endpoint list List endpoints

endpoint remove project Dissociate a project from an endpoint

endpoint set Set endpoint properties

endpoint show Display endpoint details

extension list List API extensions

extension show Show API extension

federation domain list List accessible domains

federation project list List accessible projects

federation protocol create Create new federation protocol

federation protocol delete Delete federation protocol(s)

federation protocol list List federation protocols

federation protocol set Set federation protocol properties

federation protocol show Display federation protocol details

firewall group create Create a new firewall group (python-neutronclient)

firewall group delete Delete firewall group(s) (python-neutronclient)

firewall group list List firewall groups (python-neutronclient)

firewall group policy add rule Insert a rule into a given firewall policy (python-neutronclient)

firewall group policy create Create a new firewall policy (python-neutronclient)

firewall group policy delete Delete firewall policy(s) (python-neutronclient)

firewall group policy list List firewall policies (python-neutronclient)

firewall group policy remove rule Remove a rule from a given firewall policy (python-
neutronclient)

firewall group policy set Set firewall policy properties (python-neutronclient)

firewall group policy show Display firewall policy details (python-neutronclient)

firewall group policy unset Unset firewall policy properties (python-neutronclient)

firewall group rule create Create a new firewall rule (python-neutronclient)

firewall group rule delete Delete firewall rule(s) (python-neutronclient)

firewall group rule list List firewall rules that belong to a given tenant (python-neutronclient)

firewall group rule set Set firewall rule properties (python-neutronclient)

firewall group rule show Display firewall rule details (python-neutronclient)

firewall group rule unset Unset firewall rule properties (python-neutronclient)

firewall group set Set firewall group properties (python-neutronclient)

firewall group show Display firewall group details (python-neutronclient)

firewall group unset Unset firewall group properties (python-neutronclient)

flavor create Create new flavor

flavor delete Delete flavor(s)

flavor list  List flavors

flavor set  Set flavor properties

flavor show Display flavor details

flavor unset Unset flavor properties

floating ip create Create floating IP

floating ip delete Delete floating IP(s)

floating ip list List floating IP(s)

floating ip pool list List pools of floating [P addresses

floating ip port forwarding create Create floating IP port forwarding

floating ip port forwarding delete Delete floating IP port forwarding

floating ip port forwarding list List floating IP port forwarding

floating ip port forwarding set Set floating IP Port Forwarding Properties

floating ip port forwarding show Display floating IP Port Forwarding details

floating ip set Set floating IP Properties
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floating ip show Display floating IP details

floating ip unset Unset floating IP Properties

group add user Add user to group

group contains user Check user membership in group

group create Create new group

group delete Delete group(s)

group list  List groups

group remove user Remove user from group

group set  Set group properties

group show  Display group details

help print detailed help for another command (cliff)
hostlist DEPRECATED: List hosts

host set  Set host properties

host show = DEPRECATED: Display host details

hypervisor list List hypervisors

hypervisor show Display hypervisor details

hypervisor stats show Display hypervisor stats details

identity provider create Create new identity provider

identity provider delete Delete identity provider(s)

identity provider list List identity providers

identity provider set Set identity provider properties

identity provider show Display identity provider details

image add project Associate project with image

image create Create/upload an image

image delete Delete image(s)

image import Initiate the image import process

image import info Show available import methods

image list  List available images

image member get Show a particular project associated with image
image member list List projects associated with image

image metadef namespace create Create a metadef namespace
image metadef namespace delete Delete metadef namespace
image metadef namespace list List metadef namespaces

image metadef namespace set Set metadef namespace properties
image metadef namespace show Show a metadef namespace
image metadef object create Create a metadef object

image metadef object delete Delete metadata definitions object(s)
image metadef object list List metadef objects inside a specific namespace
image metadef object show Show a particular metadef object
image metadef object update Update a metadef object

image metadef property create Create a metadef property

image metadef property delete Delete metadef propert(ies)

image metadef property list List metadef properties

image metadef property set Update metadef namespace property
image metadef property show Show a particular metadef property
image metadef resource type list List metadef resource types
image remove project Disassociate project with image

image save  Save an image locally

image set  Set image properties

image show Display image details

image stage Upload data for a specific image to staging

image stores list Get available backends (only valid with Multi-Backend support)
image task list List tasks

image task show Display task details

image unset Unset image tags and properties

implied role create Creates an association between prior and implied roles
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implied role delete Deletes an association between prior and implied roles
implied role list List implied roles

ip availability list List IP availability for network

ip availability show Show network IP availability details

keypair create Create new public or private key for server ssh access
keypair delete Delete public or private key(s)

keypair list List key fingerprints

keypair show Display key details

limit create Create a limit

limit delete Delete a limit

limit list ~ List limits

limit set ~ Update information about a limit

limit show Display limit details

limits show Show compute and block storage limits

local ip association create Create Local IP Association

local ip association delete Delete Local IP association(s)

local ip association list List Local IP Associations

local ip create Create Local IP

local ip delete Delete local IP(s)

local ip list List local IPs

local ip set Set local ip properties

local ip show Display local IP details

mapping create Create new mapping

mapping delete Delete mapping(s)

mapping list List mappings

mapping set Set mapping properties

mapping show Display mapping details

module list List module versions

network agent add network Add network to an agent

network agent add router Add router to an agent

network agent delete Delete network agent(s)

network agent list List network agents

network agent remove network Remove network from an agent
network agent remove router Remove router from an agent

network agent set Set network agent properties

network agent show Display network agent details

network auto allocated topology create Create the auto allocated topology for project
network auto allocated topology delete Delete auto allocated topology for project
network create Create new network

network delete Delete network(s)

network flavor add profile Add a service profile to a network flavor
network flavor create Create new network flavor

network flavor delete Delete network flavors

network flavor list List network flavors

network flavor profile create Create new network flavor profile
network flavor profile delete Delete network flavor profile

network flavor profile list List network flavor profile(s)

network flavor profile set Set network flavor profile properties
network flavor profile show Display network flavor profile details
network flavor remove profile Remove service profile from network flavor
network flavor set Set network flavor properties

network flavor show Display network flavor details

network 13 conntrack helper create Create a new L3 conntrack helper
network 13 conntrack helper delete Delete L3 conntrack helper
network 13 conntrack helper list List L3 conntrack helpers

network 13 conntrack helper set Set L3 conntrack helper properties
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network 13 conntrack helper show Display L3 conntrack helper details
network list List networks

network log create Create a new network log (python-neutronclient)
network log delete Delete network log(s) (python-neutronclient)
network log list List network logs (python-neutronclient)

network log set Set network log properties (python-neutronclient)
network log show Display network log details (python-neutronclient)
network loggable resources list List supported loggable resources (python-neutronclient)
network meter create Create network meter

network meter delete Delete network meter

network meter list List network meters

network meter rule create Create a new meter rule

network meter rule delete Delete meter rule(s)

network meter rule list List meter rules

network meter rule show Display meter rules details

network meter show Show network meter

network onboard subnets Onboard network subnets into a subnet pool (python-neutronclient)
network qos policy create Create a QoS policy

network qos policy delete Delete Qos Policy(s)

network qos policy list List QoS policies

network qos policy set Set QoS policy properties

network qos policy show Display QoS policy details

network qos rule create Create new Network QoS rule

network qos rule delete Delete Network QoS rule

network qos rule list List Network QoS rules

network qos rule set Set Network QoS rule properties

network qos rule show Display Network QoS rule details

network qos rule type list List QoS rule types

network qos rule type show Show details about supported QoS rule type
network rbac create Create network RBAC policy

network rbac delete Delete network RBAC policy(s)

network rbac list List network RBAC policies

network rbac set Set network RBAC policy properties

network rbac show Display network RBAC policy details

network segment create Create new network segment

network segment delete Delete network segment(s)

network segment list List network segments

network segment range create Create new network segment range
network segment range delete Delete network segment range(s)
network segment range list List network segment ranges

network segment range set Set network segment range properties
network segment range show Display network segment range details
network segment set Set network segment properties

network segment show Display network segment details

network service provider list List Service Providers

network set  Set network properties

network show Show network details

network subport list List all subports for a given network trunk
network trunk create Create a network trunk for a given project
network trunk delete Delete a given network trunk

network trunk list List all network trunks

network trunk set Set network trunk properties

network trunk show Show information of a given network trunk
network trunk unset Unset subports from a given network trunk
network unset Unset network properties

object create Upload object to container
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object delete Delete object from container

object list List objects

object save Save object locally

object set  Set object properties

object show Display object details

object store account set Set account properties

object store account show Display account details

object store account unset Unset account properties

object unset Unset object properties

policy create Create new policy

policy delete Delete policy(s)

policy list List policies

policy set  Set policy properties

policy show Display policy details

port create  Create a new port

port delete  Delete port(s)

portlist  List ports

port set Set port properties

port show  Display port details

portunset  Unset port properties

project cleanup Clean resources associated with a project

project create Create new project

project delete Delete project(s)

project list List projects

project set  Set project properties

project show Display project details

quota delete Delete configured quota for a project and revert to defaults

quota list  List quotas for all projects with non-default quota values or list detailed quota
information for requested project

quota set  Set quotas for project or class

quota show  Show quotas for project or class

region create Create new region

region delete Delete region(s)

region list List regions

region set  Set region properties

region show Display region details

registered limit create Create a registered limit

registered limit delete Delete a registered limit

registered limit list List registered limits

registered limit set Update information about a registered limit

registered limit show Display registered limit details

request token authorize Authorize a request token

request token create Create a request token

roleadd  Adds a role assignment to a user or group on the system, a domain, or a project

role assignment list List role assignments

role create Create new role

role delete  Delete role(s)

role list  List roles

role remove Removes a role assignment from system/domain/project : user/group

role set  Set role properties

role show  Display role details

router add port Add a port to a router

router add route Add extra static routes to a router's routing table

router add subnet Add a subnet to a router

router create Create a new router

router delete Delete router(s)

60



router list List routers

router ndp proxy create Create NDP proxy

router ndp proxy delete Delete NDP proxy

router ndp proxy list List NDP proxies

router ndp proxy set Set NDP proxy properties

router ndp proxy show Display NDP proxy details

router remove port Remove a port from a router

router remove route Remove extra static routes from a router's routing table
router remove subnet Remove a subnet from a router

router set  Set router properties

router show Display router details

router unset Unset router properties

security group create Create a new security group

security group delete Delete security group(s)

security group list List security groups

security group rule create Create a new security group rule

security group rule delete Delete security group rule(s)

security group rule list List security group rules

security group rule show Display security group rule details

security group set Set security group properties

security group show Display security group details

security group unset Unset security group properties

server add fixed ip Add fixed IP address to server

server add floating ip Add floating IP address to server

server add network Add network to server

server add port Add port to server

server add security group Add security group to server

server add volume Add volume to server

server backup create Create a server backup image

server create Create a new server

server delete Delete server(s)

server dump create Create a dump file in server(s)

server evacuate Evacuate a server to a different host

server event list List recent events of a server

server event show Show server event details

server group create Create a new server group

server group delete Delete existing server group(s)

server group list List all server groups

server group show Display server group details

server image create Create a new server disk image from an existing server
server list List servers

server lock Lock server(s)

server migrate Migrate server to different host

server migrate confirm DEPRECATED: Use 'server migration confirm' instead
server migrate revert DEPRECATED: Use 'server migration revert' instead
server migration abort Cancel an ongoing live migration

server migration confirm Confirm server migration

server migration force complete Force an ongoing live migration to complete
server migration list List server migrations

server migration revert Revert server migration

server migration show Show an in-progress live migration for a given server
server pause Pause server(s)

server reboot Perform a hard or soft server reboot

server rebuild Rebuild server

server remove fixed ip Remove fixed IP address from server

server remove floating ip Remove floating I[P address from server

61



server remove network Remove all ports of a network from server

server remove port Remove port from server

server remove security group Remove security group from server

server remove volume Remove volume from server

server rescue Put server in rescue mode

server resize Scale server to a new flavor

server resize confirm Confirm server resize

server resize revert Revert server resize

server restore Restore server(s)

server resume Resume server(s)

server set  Set server properties

server shelve Shelve and optionally offload server(s)

server show Show server details

server ssh  SSH to server

server start Start server(s)

server stop  Stop server(s)

server suspend Suspend server(s)

server unlock Unlock server(s)

server unpause Unpause server(s)

server unrescue Restore server from rescue mode

server unset Unset server properties and tags

server unshelve Unshelve server(s)

server volume list List all the volumes attached to a server

server volume set Update a volume attachment on the server

server volume update DEPRECATED: Use 'server volume set' instead
service create Create new service

service delete Delete service(s)

service list List services

service provider create Create new service provider

service provider delete Delete service provider(s)

service provider list List service providers

service provider set Set service provider properties

service provider show Display service provider details

service set  Set service properties

service show Display service details

sfc flow classifier create Create a flow classifier (python-neutronclient)

sfc flow classifier delete Delete a given flow classifier (python-neutronclient)
sfc flow classifier list List flow classifiers (python-neutronclient)

sfc flow classifier set Set flow classifier properties (python-neutronclient)
sfc flow classifier show Display flow classifier details (python-neutronclient)
sfc port chain create Create a port chain (python-neutronclient)

sfc port chain delete Delete a given port chain (python-neutronclient)

sfc port chain list List port chains (python-neutronclient)

sfc port chain set Set port chain properties (python-neutronclient)

sfc port chain show Display port chain details (python-neutronclient)

sfc port chain unset Unset port chain properties (python-neutronclient)

sfc port pair create Create a port pair (python-neutronclient)

sfc port pair delete Delete a given port pair (python-neutronclient)

sfc port pair group create Create a port pair group (python-neutronclient)
sfc port pair group delete Delete a given port pair group (python-neutronclient)
sfc port pair group list List port pair group (python-neutronclient)

sfc port pair group set Set port pair group properties (python-neutronclient)
sfc port pair group show Display port pair group details (python-neutronclient)
sfc port pair group unset Unset port pairs from port pair group (python-neutronclient)
sfc port pair list List port pairs (python-neutronclient)

sfc port pair set Set port pair properties (python-neutronclient)
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sfc port pair show Display port pair details (python-neutronclient)
sfc service graph create Create a service graph (python-neutronclient)
sfc service graph delete Delete a given service graph (python-neutronclient)
sfc service graph list List service graphs (python-neutronclient)

sfc service graph set Set service graph properties (python-neutronclient)
sfc service graph show Show information of a given service graph (python-neutronclient)
subnet create Create a subnet

subnet delete Delete subnet(s)

subnet list List subnets

subnet pool create Create subnet pool

subnet pool delete Delete subnet pool(s)

subnet pool list List subnet pools

subnet pool set Set subnet pool properties

subnet pool show Display subnet pool details

subnet pool unset Unset subnet pool properties

subnet set  Set subnet properties

subnet show Display subnet details

subnet unset Unset subnet properties

token issue Issue new token

token revoke Revoke existing token

trust create Create new trust

trust delete Delete trust(s)

trust list ~ List trusts

trust show  Display trust details

usage list  List resource usage per project

usage show  Show resource usage for a single project

user create  Create new user

user delete  Delete user(s)

user list ~ List users

user password set Change current user password

user set Set user properties

user show  Display user details

versions show Show available versions of services

volume attachment complete Complete an attachment for a volume
volume attachment create Create an attachment for a volume
volume attachment delete Delete an attachment for a volume
volume attachment list Lists all volume attachments

volume attachment set Update an attachment for a volume

volume attachment show Show detailed information for a volume attachment
volume backend capability show Show capability command
volume backend pool list List pool command

volume backup create Create new volume backup

volume backup delete Delete volume backup(s)

volume backup list List volume backups

volume backup record export Export volume backup details
volume backup record import Import volume backup details
volume backup restore Restore volume backup

volume backup set Set volume backup properties

volume backup show Display volume backup details

volume backup unset Unset volume backup properties

volume create Create new volume

volume delete Delete volume(s)

volume group create Create a volume group

volume group delete Delete a volume group

volume group failover Failover replication for a volume group
volume group list Lists all volume groups

63



volume group set Update a volume group

volume group show Show detailed information for a volume group

volume group snapshot create Create a volume group snapshot

volume group snapshot delete Delete a volume group snapshot

volume group snapshot list Lists all volume group snapshot

volume group snapshot show Show detailed information for a volume group snapshot

volume group type create Create a volume group type

volume group type delete Delete a volume group type

volume group type list Lists all volume group types

volume group type set Update a volume group type

volume group type show Show detailed information for a volume group type

volume host set Set volume host properties

volume list List volumes

volume message delete Delete a volume failure message

volume message list List volume failure messages

volume message show Show a volume failure message

volume migrate Migrate volume to a new host

volume qos associate Associate a QoS specification to a volume type

volume qos create Create new QoS specification

volume qos delete Delete QoS specification

volume qos disassociate Disassociate a QoS specification from a volume type

volume qos list List QoS specifications

volume qos set Set QoS specification properties

volume qos show Display QoS specification details

volume qos unset Unset QoS specification properties

volume revert Revert a volume to a snapshot

volume service list List service command

volume service set Set volume service properties

volume set  Set volume properties

volume show Display volume details

volume snapshot create Create new volume snapshot

volume snapshot delete Delete volume snapshot(s)

volume snapshot list List volume snapshots

volume snapshot set Set volume snapshot properties

volume snapshot show Display volume snapshot details

volume snapshot unset Unset volume snapshot properties

volume summary Show a summary of all volumes in this deployment

volume transfer request accept Accept volume transfer request

volume transfer request create Create volume transfer request

volume transfer request delete Delete volume transfer request(s)

volume transfer request list Lists all volume transfer requests

volume transfer request show Show volume transfer request details

volume type create Create new volume type

volume type delete Delete volume type(s)

volume type list List volume types

volume type set Set volume type properties

volume type show Display volume type details

volume type unset Unset volume type properties

volume unset Unset volume properties

vpn endpoint group create Create an endpoint group (python-neutronclient)

vpn endpoint group delete Delete endpoint group(s) (python-neutronclient)

vpn endpoint group list List endpoint groups that belong to a given project (python-
neutronclient)

vpn endpoint group set Set endpoint group properties (python-neutronclient)

vpn endpoint group show Display endpoint group details (python-neutronclient)

vpn ike policy create Create an IKE policy (python-neutronclient)
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vpn ike policy delete Delete IKE policy (policies) (python-neutronclient)

vpn ike policy list List IKE policies that belong to a given project (python-neutronclient)

vpn ike policy set Set IKE policy properties (python-neutronclient)

vpn ike policy show Display IKE policy details (python-neutronclient)

vpn ipsec policy create Create an [Psec policy (python-neutronclient)

vpn ipsec policy delete Delete IPsec policy(policies) (python-neutronclient)

vpn ipsec policy list List IPsec policies that belong to a given project (python-neutronclient)

vpn ipsec policy set Set IPsec policy properties (python-neutronclient)

vpn ipsec policy show Display [Psec policy details (python-neutronclient)

vpn ipsec site connection create Create an [Psec site connection (python-neutronclient)

vpn ipsec site connection delete Delete [Psec site connection(s) (python-neutronclient)

vpn ipsec site connection list List [Psec site connections that belong to a given project (python-
neutronclient)

vpn ipsec site connection set Set IPsec site connection properties (python-neutronclient)

vpn ipsec site connection show Show information of a given IPsec site connection (python-
neutronclient)

vpn service create Create an VPN service (python-neutronclient)

vpn service delete Delete VPN service(s) (python-neutronclient)

vpn service list List VPN services that belong to a given project (python-neutronclient)

vpn service set Set VPN service properties (python-neutronclient)
vpn service show Display VPN service details (python-neutronclient)
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5. MPUHIUINBI BE3OIMACHOM PABOTHI IO «KeyStack SE»

6.13ammura I1O «KeyStack SE» 0T HecCaHKIIHOHMPOBAHHOI0 AOCTYINA

Ob6ecnieuenue codctBennoit 3ammthl 110 «KeyStack SE» oT HecaHKIMOHHPOBAHHOTO
JOCTyIa OCYLIECTBIAECTCS 33 CUET:

HQJINYMS OTBETCTBEHHOTO JHIA (aAMHUHHCTpaTopa cpelbl (YyHKIMOHHUPOBAHUS —
OIIEpPAI[MOHHOM CHCTEMBI), OTBEYAIOIIETO 3a YCTAaHOBKY KOMIIOHEHTOB JIOTMYECKOMN
cymuoctu LCM;

HacTpoiika KoMnoHeHToB LCM 1omKHa OCYLIECTBIATBCS B COOTBETCTBHM €
HKCIUTyaTallMOHHON JJOKyMeHTanuel (pykoBoacTBoM aamunuctpatopa [10 «KeyStack
SE»);

BBITIOJIHEHHS] YCTaHOBKH, KoH(urypupoBanus u ynpasinenus 110 «KeyStack SE» B
COOTBETCTBHUH C 3KCIUTYaTallAOHHOMN JOKYMEHTALMEM;

obecrieyeHust HU3NYECKON COXPaHHOCTH ammapaTtHOW MiIaT(OpMbl ¢ YCTaHOBICHHBIM
I1O «KeyStack SE» u uckioueHreM BO3MOXHOCTH AOCTyIA K Hel TOCTOPOHHUX JIUIL;
BBIJICJICHUEM CETEBBIX CETMEHTOB Ui paboOThl. TpeOoBaHUS K CErMEHTALUU CETH IpU
Hactpoiike I10 «KeyStack SE» npuBezieHsl B myHKTe 2.4 HaCTOAIIETO JOKYMEHTA.
obecreyeHus pe10TBpaIleH s HECAaHKIIMOHUPOBAHHOT'O JIOCTYTIA K HIIEHTH(UKAaTOpam
Y TIapOoJISIM NIPUBUIJIETUPOBAHHBIX N0JIb30BaTENEN (aAMMHUCTPATOPA);

NPEOCTaBICHUS  IOJIb30BaTeNIIM  TpaB  JOCTyna K  OoOBeKTaM  JIOCTyIa
MH(POPMALIMOHHON CHUCTEMbI 00eCIeurnBaeTCs, OCHOBBIBASCH HA 3aJaydax, perracMbIxX
nons3oBarelsimu B [1O  «KeyStack SE» wu B3aumopeiicTByromuMu c  Hel
MH(POPMALIMOHHBIMUA CUCTEMaMH;

pasfesieHus TMOJHOMouui (poseil) MoJib30BaTeNeil, aJIMHUHUCTPATOPOB U  JIHII,
obecnieunBaromux ¢pynkuonuposanue I10 «KeyStack SE»;

ocymiecTBieHuss aoctyna k oOwbektam poctynma IO «KeyStack SE» ¢ yuerom
MUHHMAaJIbHO HEOOXOJUMBIX MIPAB U MPUBUIICTHIA;

NPEJOCTaBICHUS] TpaB W TNPUBWIECTHA TO JAOCTYHmy K (YHKIMAM O€30IacHOCTH
(mapametpam Hactpoiikn) 10 «KeyStack SE» uckmo9uTensHO aJIMHHHUCTPATOPY,
HA/ICJICHHOMY TIOJIHOMOYMSMH B COOTBETCTBUM C TpeOOBaHUAMH K (YHKIUAM
0C30IMaCHOCTH;

napameTpsl 1 HacTpoiiku [10 «KeyStack SE» xpausTcst Ha ypoBHe (hailioBoii cCHCTEMBI
u 06a3bl JaHHBIX, 3TH pecypchl HepocTynHbI noib3oBaressaM [10 «KeyStack SE» yepes
NpeOCTaBIIsIEMBbIE Il HUX MporpaMMHble HHTepdeichl. JlocTyn K HUIM UMEET TOJIBKO
anMuHHCTparop cpencta Bupryanuzanuu [10 «KeyStack SE», koTopslit mpon3BoauT
yCTaHOBKY U HacTpouky I10;

ONpeAe/eHUs] TMpaBWJI M MpPOLEAYp YIPaBIEHUS B3aUMOJECHCTBUEM C BHEIIHUMU
MH(POPMALMOHHBIMU CHCTEMaMH B OpraHU3allMOHHO-PACTIPEACTUTEIbHBIX TOKYMEHTaX
10 3aIuTe HHPOPMAIUH;

npenocrasienus goctyna k IIO0 «KeyStack SE» u3 BHemHelt uHpopmarmoHHON
CUCTEMBI TOJIBKO aBTOPU30BaHHBIM (YIIOJIHOMOUYEHHBIM) TIOJIb30BATEIISAM;
OlpenesieHus] Topsiika o0paOOTKH, XpaHEeHHs M TIepejadyd uHPopMaluud ¢
UCTIOJIb30BAHUEM BHEUTHUX MH()OPMAIIMOHHBIX CUCTEM;

NepecMoTpa NepedHs cOOBITHI 0€30IacHOCTH, MOMAISKAIINX PEerucTpalui, He MeHee
4yeM OJMH pa3 B TIOJ, a TaKXe I0 pe3yibTaraM KOHTpPosid (MOHHUTOpPHHIA) 3a
obecrieyeHreM ypoBHsI 3alIMIIIEHHOCTH nHpopMmanuu, coaepxameiics B [10 «KeyStack
SE»;
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obecrieyeHns: Cpoka XpaHeHHs HHGPOpPMAIMU O 3apErMCTPUPOBAHHBIX COOBITHAX
0e30macHOCTH HEe MEHEee TPEeX MECSIeB, €CIi MHOE HE YCTaHOBJICHO TPEOOBAHUSAMHU
3akoHonarenscTBa Poccuiickoit denepanuu, Mpu 3TOM OCYILIECTBIISIETCS XPaHEHHE
3amuceil O BBISBJICHHBIX COOBITHSX O€30MacHOCTH M 3alUCEH CHCTEMHBIX KYPHAJIOB,
KOTOPBIE MOCITY>KUJIN OCHOBAHUEM JUISI PETUCTPAIIMU COOBITHS 0€3011aCHOCTH;

B npouecce ¢ynkuuonuposanus 10 «KeyStack SE» ¢ 3amaHHON mepuoguuHOCTH
OCYIIECTBIISICTCSI KOHTPOJIb LIEJIOCTHOCTH MCIIONHAEMBIX (haitnoB u koHpuryparuu [10;
IO «KeyStack SE» nomkeH KOHTPOJIMPOBATH LEJIOCTHOCTh HCIOJHIEMBIX U
KOH(QUrypalMoHHBIX  (paii;loB  cpeiacTBa  BHPTyaIM3allMd C  HMCIOJIB30BaHHEM
nporpammHuoii cpensl (OC Platform V SberLinux OS Server).

ompenenenuss B [10 «KeyStack SE» wncrounnka HaaeXHBIX METOK BpeMEHH (C
ucnonb3oBanueM pynkiuu NTP B onepaiiioHHo# cucreme);

BeimosiHeHust B I1O «KeyStack SE» cuHXpOHM3alMM CHCTEMHOTO BpPEMEHH C
NEPUOANYHOCTbIO, OIIPEIETIEHHON OIIEPaTOPOM.
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6. ABAPUMHBIE CUTYAIIUN

7.1 Coou n OIIMOKH IKCILTYyATAIUMN

B xone skcrmyaTanMu M3enUs MOTYT BO3HHKHYTh COOM M JIOMYCKAaTbCs OIIMOKH
HKCILTyaTaIuH.
Co6omu B padote [10 «KeyStack SE» MOryT BO3HUKHYTh BCIIE/ICTBUE:
— OTKaza 000pyJOBaHUS;
— c0oeB B paboTe MporpaMMHOT0 00eCIIeYCHHUS,
— BHECEHHUS HEKOPPEKTHBIX U3MEHEHUN B HACTPOWKH KOH(PHUTYpaluy MpOrpaMMHOTO
MPOJYKTA U PeaTn3yeMbIX UM (YHKIIHI 0€30IaCHOCTH;
— Hapymenuil nopsaaka pabotsl ¢ 110 «KeyStack SE» u pexuma skcruryaranu,
OTIpeJIeIEHHBIX SKCIUTYaTallHOHHOM TOKYMEHTAIMEH Ha U3/1eTIHe.

7.2 Ilpu3Hakyu HaIu4us cOoeB

Hanwuue cboeB M HEMmonagok B paboTe M3JENUS MOXKET ObITh HACHTU(HUIIMPOBAHO II0
CIICAYIOUINM MPU3HAKAM:

— cooOmeHuss 00 omuOKkax (TEKCTOBBIE COOOIIEHUs), OToOpakaeMble B BeO-
uHTEepdeiice noab30BaATEINS;

— COOOIIEHUS CPEICTB MOHUTOPHUHTA 3aLIUIAEMON CETH 00 OTCYTCTBUU OTKJIHMKA OT
1O «KeyStack SE»;

— TpOorpaMMBbIHE COOOIIEHHS 00 OTCYTCTBUH OTKINKA 0T KoMroHeHToB 10 «KeyStack
SE».

7.3 JlelicTBUSI IPU HATUYNHU cOoeB

ITopsinok nmpoBepkH cepBHCOB NPHU aBapuiiHOM nepekJroyennu (failover)

Failover — 370 mporiecc nepekiItoueHus: Ha pe3epBHBIN y3el MPU 0TKa3e aKTHBHOTO y37Ia.
Ha y3ne, rne Obu1 npousseneH failover, BBIMOTHUTE KOMaHLY:

podman ps -a | grep -v Up

BbIBOI KOMaH/TBI TOJKEH OBITH TMOO IMTyCTHIM, MO0 COIEPKATh TOJIBKO MOIh30BATEILCKHE

KOHTEHHEPHI.
Ocoboe BHHUMaHHWE OOpaTUTh B  ClIy4ae MPUCYTCTBUS  KOHTEHHEPOB  CO

crarycoMm Restarting.
IIpoBepka cocTrosinus kaacrepa RabbitMQ

Ha ynpasmstomem y3ne, rae 6but npousseeH failover, BbIMonHUTE KOMaHYy:
podman exec -it rabbitmq rabbitmgqctl cluster status

B BBIBOJIE KOMaHABI JOJKHO OBITH TPU y37a KiacTepa. Bce y3ibl TODKHBI OBITH Kak B
cnucke nodes.disc, Tak ¥ B crcke running_nodes.
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ITpumep:

podman exec -it rabbitmq rabbitmgqctl cluster_status

warning: the VM is running with native name encoding of latinl which may cause Elixir
to malfunction as it expects utf8. Please ensure your locale is set to UTF-8 (which can be
verified by running "locale" in your shell)

Cluster status of node rabbit@hostl ...

[ {nodes,[ {disc,['rabbit@host1','rabbit@host2',

'rabbit@host3']}]},

{running_nodes,|'rabbit@host13','rabbit@host2',

'rabbit@host3']},

{cluster name,<<"rabbit@host1">>},

{partitions,[]},

{alarms,[ {'host3",[]},

{'rabbit@host2',[]},

{'rabbit@host1',[1}]}]

Maiinnaiin mo 3auncrke RabbitMQ u pecrapty cepBucon

[Maiinnaitn mo 3aunctke RabbitMQ (RMQ) u pecrapTy cepBUCOB MOXHO NMPUMEHSTH B
cllydasix, IIepeurCIICHHBIX Jajiee (110 MOHUTOPUHTY WM TIPH COOTBETCTBYIOIIUX MPOBEPKaxX yepe3

CLD).
IIpu OCTOSHHOM POCTE HA MPOTSKEHUHU 5 MUHYT CIIEAYIOLIUX METPHUK:
e “Messages ready to be delivered to consumers”
e “Messages pending consumer acknowledgement”
e “Unroutable messages dropped”
e “Unacknowledged messages”

[Tpu NOCTOSIHHOM CHIDKEHUM HA MPOTSHKCHUU 5 MUHYT CIICIYIOIIUX METPHUK:
e “Total queues”
e “Total channels”
e “Total connections”

[locne npumeHeHHs TaWIUIAiHA  [EPEYMCICHHBIE  BBIIE  METPUKUA  JIOJKHBI
CTaOMIIN3UPOBATHCSL.

Ecnu BBl CTONKHYJIUCH C ONMUCAHHBIMU BbIIIE Mpobiemamu ¢ RabbitMQ, cBspkuTech co
ciry k0011 MoAIepPKKH.

IIpoBepka cocTrosinus kiaacrepa MariaDB

Zaiigute vault B XpaHWIHIIE CEKPETOB COOTBETCTBYIOIIETO PETHOHA M B passwords yml
Haiiaure “database password”.

[Tocne sTOrO Ha yNpaBIAOLIEM y3ie, epexusiieM failover, BeImoaHuTE:

mysql -uroot -pPASSWORD -s -s --
execute="SHOW GLOBAL STATUS LIKE 'wsrep local state comment';"

rine PASSWORD — naposb, npounTansbli u3 Vault.

ITpumep:
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ssh controll
mysql -uroot -pPassWO0rd -s -s --execute="SHOW GLOBAL STATUS LIKE

'wsrep_local state comment';"
wsrep_local state comment — Synced
Cocrosaue y3na MariaDB nomxHo 6b1Th “Synced”.

Ha srom xe y31e HE0OXOIUMO TPOBEPHUTHh KOIHYECTBO AKTUBHBIX Y3JIOB B KJIAcTEpe
MariaDB:

ITpumep:

mysql -uroot -pPassWO0rd -s -s --execute="SHOW GLOBAL STATUS LIKE
'wsrep_cluster size';"
wsrep _cluster size 3

B knacrepe Wsrep J0KHO OBITh 3 aKTHBHBIX y3I1a.
IIpoBepka BcoMoraTeJIbHbIX KOMIIOHEHTOB MOHMTOPHHIA H JIOTHPOBAHUSA

Ha y3ne, nepexxuBmiem failover, BeimosHuTE:
podman ps -a | egrep 'opensearch|prometheus|fulentd|grafana’

Bce xonTeitHepsl 40MKHBI ObITH B 3anynieHHoM (“Up”) cocTosiHUM.
[TpoBepbTe xypHaBI cepBUCcOB 10 myTH /var/log/kolla/<service.name>/*.log.

IHoy4uTh CIMCOK COCTOSIHMIA KOMIIOHEHTOB cepBHca nova B OpenStack
openstack compute service list | grep S(HOSTNAME)

rae S(HOSTNAME) — ums neneBoro y3ia, nepexxuiiero failover.
BbIBOJ 10IDKEH MOKa3aTh COCTOSIHUE BCEX KOMIIOHEHTOB NOva Ha y3Jie, MepeKUBIIEM
failover kax “Up”.

ITpumep:

openstack compute service list | grep controll
| 3 | nova-conductor |controll |internal | enabled |up |2023-08-08T13:38:00.000000
|

| 33 | nova-scheduler | controll |internal | enabled |up |2023-08-
08T13:38:03.000000 |

| 42 | nova-consoleauth | controll | internal | enabled | up | 2023-08-
08T13:37:57.000000 |

[Tomyuure ciricok cocTosiHui KomnoHeHToB cepBuca Cinder B OpenStack:
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openstack volume service list | grep S(HOSTNAME)

rae S(HOSTNAME) — ums 1ieneBoro y3ina.

BrIBo/1 ToJDKEH TOKa3aTh COCTOsiHME Bcex kKommnoHeHTOB Cinder Ha y3ie, MepexHBIIEM
failover kax “Up”.

ITpumep:

openstack volume service list | grep controll
| cinder-scheduler | controll | nova | enabled | up | 2023-08-08T13:38:25.000000 |
| cinder-backup | controll | nova | enabled |up |2023-08-08T13:38:27.000000 |

IIpoBepka skypHaJ0B KOMIIOHEHTOB neutron Ha MpeaMeT aKTyaJbHbIX OIIH0OK

Is -t /var/log/kolla/neutron/ | egrep -v 'log..' | grep neutron | xargs -11 -1 {} tail -
n 200 /var/log/kolla/neutron/{} | grep -1 error

BbIBO TaHHO# KOMaHABI TOJIKEH OBITh ITyCTHIM.

JHanee HyxHO 3aiiTu mo ssh Ha m000ii y3en ¢ Openstack KIMEHTOM H, UCTIONB3Ys (aiin
admin-openrc.sh, oopatutbcs k API OpenStack, 4TOOBI OTYYHUTH CTATYC KOMIIOHEHTOB CEpBHCA
neutron.

ITpumep:

openstack network agent list | grep network1

| 02480c02-1827-4007-b31a-08c4cb599826 | Metadata agent | networkl | None
| True | UP | neutron-metadata-agent |

| 67dd92dc-465e-4c28-a52d-9e76b85f66bb | Open vSwitch agent | networkl |

None | True | UP | neutron-openvswitch-agent |

| a0411328-04d9-46b3-a0a2-0c4e23b8eb06 | L3 agent | networkl | nova

| True | UP | neutron-13-agent |

| bf2b46eb-74a5-40b6-bc40-e0e61b035dd4 | DHCP agent | networkl | nova

| True | UP | neutron-dhcp-agent |

Failover onnoro ynpasiasiouero y3Jja

1. Ha ceprepe, nepexusmiem failover, HyxHO mnpoBepuTh XypHansl Keystone u
MariaDB:

grep -P -ri '(error|trace[\=5\d{2})' /var/log/kolla/keystone/\*.log
grep -P -ri '(errorftrace|\=5\d{2})' /var/log/kolla/mariadb/\* .log

B xypHanax He q0KHO OBITH 3amuceit 5xx, Traceback, Error.

2. Ecmu ommbku 5xx, Traceback, Error BcTpewarorcss tonmpko B Keystone —
repe3alycTuTe KoHTelHepsl Keystone:

podman restart keystone
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[Tpu Bo3HUKHOBeHMHU IpobsieM B MariaDB TpeOyeTcs MmOHATh M YCTPaHUTh NPUYHMHY B
Jorax.

Failover nByx ynpasasomux y3JioB

Ecnu  ynpammistomue  y37ibl  BBIKIIOYAIMCh  IITaTHO, TO HY)XHO  3allOMHUTH
MOCJIeIOBATEIbHOCTD BBIKIIFOUCHHS CEPBEPOB M BKIIOUUTH UX B 00PaTHON MOCIIEI0BATEIIBHOCTH C
3aIepKKOU B 5 MUHYT.

OObIYHO 5 MHMHYT JOCTaTOYHO, 4YTOOBI Y37l galera noOaBwiMch B KjIactep u
CHHXPOHHM3HPOBAIIN CBOE COCTOSTHHE.

[Ipu >TOM KpaifHe »XenaTeNpHO IOCNEe 3arpy3Kd cepBepa (B JaHHOM IpuMepe —
controllerl) BeImonHUTH IpOBEpKyY cTaryca MariaDB.

ITpumep:

ssh controller2

mysql -uroot -pPassWO0rd -s -s --execute="SHOW GLOBAL STATUS LIKE
'wsrep_local state comment';"

wsrep_local state comment  Synced

ssh controller3

mysql -uroot -pPassWO0rd -s -s --execute="SHOW GLOBAL STATUS LIKE
'wsrep_local state comment';"

wsrep_local state comment  Synced

Failover Bcex ynpasisitoluux y3JjioB

1. Boccranosure Galera cluster.

2. Otkpoiite crpanuny https://<LCM_URL>/project k/deployments/<SREGION>/-
/pipelines — Run Pipeline.

KOLLA ANSIBLE DEPLOY_ ACTION — mariadb_recovery

JloxnuTech BBIMONHEHUS MaiTuiaifHa U yOeuTech, 4To paboTa CepBUCOB BOCCTAHOBIICHA.
3. [Tepe3anmyctute Bce KoHTEHHEpHI, KpoMe MariaDB u RabbitMQ.
4. [Tepesamyctute koHTelHEps! Openstack Ha y3nax Compute.

Failover BbruncanTebHOIO0 y3/1a

Ha cepBepe, nepexusiueM failover, BBIMOIHUTE CIEIYIONIUE TPOBEPKU:
L. [TpoBepbTe cocTossHHE KOHTEHHEPOB hova compute Ha BBIYUCIUTEIFHOM Y3JI€.
BrInonHuTe KOMaH1y Ha BEIYUCIUTEILHOM Y3II€:

podman ps -a | grep -1 nova_compute

Y6enutech, uTO KOHTEHHEP nova_compute HaxoauTcs B coctostHun Up .
2. Ha  BblumciurtensHoM — y31me  mpoBepbTe  Jor /var/log/kolla/nova/mova-

compute.log Ha orcyTcTBUE coObITHE ERROR wmmu Traceback .
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3. [Ipu ux Hamuuum yOeauTech, YTO HA BHIYMCIUTEIBLHOM Yy3JIe HET 3amyiieHHsix BM. s
storo Ha LCM-y3ne (uiu 11060M y3i1e ¢ ycranoBieHHbIM knreHToM OpenStack CLI) BeimonxuTe
KOMaHAy :

openstack server list --all --long | grep $(¥Ms BeIYECIUTETEHOTO Y3I1a)

4. Ecnu komanna BepHyna MHGOpPMAIMIO O KAaKUX-THOO BHUPTYaJIbHBIX MAalIMHAX, TOTIA
ClleflyeT yNalIuTh UX B KOHTEeHHepe nova libvirt Ha BerYMcaMTENBHOM Yy3ie. [ng storo ms
Kaxxzaon BM:

o [Momyuute ums BM B cpene libvirt, 17151 3TOr0 BBIOJHUTE KOMaHIY:
openstack server show $ {vmuuid} -c¢ "OS-EXT-SRV-ATTR:instance name" -f value
. 3aiiinTe Ha BEIYUCIUTEIBHBIN Y3€Il ¥ BBIMOTHUTE KOMAHIY:
podman exec nova_libvirt virsh undefine ${vm_name}

5. Bxnrounte BbramcnautensHbiid y3en. s storo Ha LCM-y3ne (wnu mobOom y3ne c
ycraHoBleHHbIM kiineHToM OpenStack CLI) BbimonHuTe KOMaH1y:

openstack compute service set --enable ${iMs_BBIYHCINTETBHOTO y37a} nova-compute

YcneniHoe BBINOIHEHUE MNPUBCACHHOI'O0 BBIIIC CHOCHAPHUA 3aBUCUT OT CJICAYIOMIUX

(akTopoB:

. BbIX07] BBIYMCINTENBHOIO Yy3J1a U3 CTPOsl HE CBA3aH C BBIXOAOM M3 cTpos SDS
(Ceph).

. O6pa3sl BM, pa0oTaBmIMX Ha 53TOM BBIYMCIMTEIBHOM Y37, HAXOIATCS B
KOHCHUCTCHTHOM COCTOSHHH.

. O6pa3st BM, paGoTaBmux Ha 53TOM BBIUYHCIUTEIBHOM Yy37€, KOPPEKTHO

9BAaKYUPOBAJIUCH C BBIYHUCIHUTCIBHOI'O y3JIa.

B ciyuae, ecniu npuBeieHHBIE BBIIIE IEHCTBHS HE MIPUBEIH K YCTPaHEHHIO COOEB, CIeIyeT
oOpatuThes B ciyx0y Texuudeckoit monaepxku [10 «KeyStack SE»

YcrpaHeHue HeMCNIPABHOCTEH NMPH CO3JIAHMH/BOCCTAHOBJIEHUM Pe3ePBHOI KONMUM
LCM-cepBepa

1. Ilpo6aema: mpu noneiTke goctyna k LCM-cepBepy Nginx Bo3BpaiaeT omuoky 302.
Pemenue: nepesamycture konreitHep Nginx. Ecnu npobiema coxpansiercs, nepe3anycTire

koHTtelHep GitLab xomanmoii:
podman compose restart gitlab

JoxnuTech nmomHo# 3arpy3ku GitLab, 3aTem moBTopHO nepesanycTute KoHTeiHep Nginx.

2. [Ipob6nema: Cepsuc NetBox He 3amyckaercs.

Pemienue: BO3MOXXHO, BO BpeMsl CO3/[aHUsI pe3epBHON KOMUU KOHTEeHHep netbox-pangolin’ He
ObUT OCTaHOBJICH.

[Tpu3nak: B norax koHnTeitHepa NetBox HaOm01a0TCS MIUKITNYSCKUE TOMBITKH MOAKITIOYCHUS K
6a3e nannbix. [IpoBepbTe 10rU KOHTEHHEpa netbox-pangolin’ U BEIMOIHUTE JUATHOCTHKY C
UCTOJIb30BaHuEeM HHCTpyMeHTOB Pangolin/PostgreSQL (cM. JOKyMEHTAIMIO COOTBETCTBYIOIIETO
I10).
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3. IlpoGnema: KoHTeitHephl HE 3aITyCKaIOTCs, MOSBISAIOTCS OMIMOKY “permission denied’.
Pemenue: [IpoBepbTe KOPPEKTHOCTH MpaB JOCTYIA K KaTanoram B “/installer/data’ u mpu
HEO0XO/IMMOCTH YCTAHOBUTE COOTBETCTBYIOIUE PA3pPEIICHHUS.

IIpumeyanus

1. OcranoBka koHTeliHepoB LCM: mepen co3gaHMEM  pE3€pBHOM  KONUM WM
BOCCTaHOBJICHHEM yOeIuTeCh, 4T Bce KoHTeitHepbl LCM ocTaHOBIICHBI, YTOOBI H30€KaTh
MTOBPEKICHHUSI TAHHBIX

su - root

cd /installer/config

source settings

podman compose down

podman compose -f netbox-compose.yml down

2. Cxkpunr "backupLCM.sh': ybenuTech, 4TO COIEP)KUMOE CKPHUIITa COOTBETCTBYET BEPCHH
HCIOJIb3YEMOT0 MHCTAJIIATOPA.

#!/bin/bash

script_path=$(realpath "$0")
script_dir=$ (dirname "$script_path")

# check for elevated privileges

if ((${EUID:-0} || "$(id -u)")); then
echo This script has to be run as root or sudo.
exit 1

fi

source $script_dir/settings
cd ~ || exit
mkdir -p ~/backupLCM$INSTALL_HOME/data/gitlab/data/backups

# Backup KeyStack config files

cd ~ || exit

cp -pr $INSTALL_HOME/{config,repo} ~/backupLCM$INSTALL_HOME

cp -pr $INSTALL_HOME/data/{ca,gitlab-runner,vault,netbox,nginx}
~/backupLCM$INSTALL_HOME/data

cp -p ~/.config/containers/auth.json
~/backupLCM$INSTALL_HOME/config/podman_auth.json

# Backup KeyStack Gitlab settings

cp -pr $INSTALL_HOME/data/gitlab/config
~/backupLCM$INSTALL_HOME/data/gitlab/

# fallback:

# BKP_FILE=$(ls -lat /installer/data/gitlab/data/backups/*_gitlab_backup.tar
| head -n 1 | awk '{print $NF}")

podman exec gitlab bundle exec rake --trace gitlab:backup:create
RAILS_ENV=production SKIP=remote,registry BACKUP=dump STRATEGY=copy

cp -pr $INSTALL_HOME/data/gitlab/data/backups
~/backupLCM$INSTALL_HOME/data/gitlab/data/
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cd ~/backupLCM && tar -czpf $BACKUP_HOME/backupLCM-$ (date +%d-%m-%Y -
%s).tar.gz * && cd ~

rm -rf ~/backupLCM

rm -f $INSTALL_HOME/data/gitlab/data/backups/*

echo "Upload the backup $BACKUP_HOME/backupLCM.tar.gz to a safe place."
3. Cxpunr ‘restoreLCM.sh': Mcrionb3yiiTe CKpHIIT, COBMECTUMBIN C BEpCHEH HHCTAIIIATOPA U
PE3EPBHON KOIIHUHU.

#!/bin/bash
DOCKER_COMPOSE_COMMAND="'podman compose'
# check os release

os=unknown

[[ -f /etc/os-release ]] && 0s=$({ . /etc/os-release; echo ${ID,,}; })

script_path=$(realpath "$0")
script_dir=$(dirname "$script_path")

# check for elevated privileges

if ((${EUID:-0} || "$(id -u)")); then
echo This script has to be run as root or sudo.
exit 1

fi

if [[ -z "${KS_netbox_admin_password}" ]]; then
unset netbox_admin_password
read -rp "Enter the Netbox admin password:
else
netbox_admin_password=$KS_netbox_admin_password
fi

netbox_admin_password

if [[ -z "${KS_netbox_db_password}" ]]; then
unset netbox_db_password
read -rp "Enter the Netbox postgres password:
else
netbox_db_password=$KS_netbox_db_password
fi

netbox_db_password

if [[ -z "${KS_netbox_redis_password}" ]]; then
unset netbox_redis_password
read -rp "Enter the Netbox redis password:
else
netbox_redis_password=$KS_netbox_redis_password
fi

netbox_redis_password

if [[ -z "${KS_netbox_redis_cache_password}" ]]; then
unset netbox_redis_cache_password
read -rp "Enter the Netbox redis cache password:
netbox_redis_cache_password
else
netbox_redis_cache_password=$KS_netbox_redis_cache_password
fi

if [[ -z "${KS_Root_Token}" ]1]; then

unset Root_Token

read -rp "Enter the LCM Vault Initial Root Token: " Root_Token
else
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Root_Token=$KS_Root_Token
fi

if [[ -z "${KS_Unseal_Key}" ]1]; then
unset Unseal_Key

read -rp "Enter the LCM Vault Unseal Key 1: " Unseal_Key
else

Unseal_Key=$KS_Unseal_Key
fi

if [[ -z "${KS_LDAP_BIND_PASSWORD_NETBOX}" 1]]; then

unset LDAP_BIND_PASSWORD_NETBOX

while [ -z ${LDAP_BIND_PASSWORD_NETBOX} ]; do

read -rp "Enter the LDAP BIND Password for Netbox: "

LDAP_BIND_PASSWORD_NETBOX

done
else

LDAP_BIND_PASSWORD_NETBOX=$KS_LDAP_BIND_PASSWORD_NETBOX
fi

FILE=$(find backupLCM-* -type f)
tar -C / -xpzf $FILE

source /installer/config/settings

H##H##HHHHHEHEHAH AR RS RS HHH

# * LCM not Internet * #

H####HHHHH A HEH AR AR RS RS HHH

# download images and packages

if [ "$0s" == "ubuntu" ] && [ -f lcmpackages-ub22034.gz ]; then
echo "LCM packages exist => untar and install"”
tar -xf lcmpackages-ub22034.gz
dpkg -1 packages/*.deb

fi

if [ "$o0s" == "sberlinux" ] & [ -f lcmpackages-sberlinux.gz ]; then
echo "LCM packages exist => untar and install"”
tar -xf lcmpackages-sberlinux.gz
yum install -y packages/*rpm
systemctl start podman
fi

if [ -f nginx-$RELEASE.tar ]; then

echo "Nginx image exist => loading"

podman load -1 nginx-$RELEASE.tar

podman tag repo.itkey.com/project_k/lcm/nginx:$RELEASE
$GITLAB_FQDN/project_k/lcm/nginx:$RELEASE
fi

HHAEHHAEHHEHHEHHEHHEH BB HHEH BB H BB HH R RIS

# SberLinux root cert installation #
HHAEHHAEHHEHHEHHEHHEH BB HHEH BB H BB HH R RIS

[[ "$os" == "sberlinux" ]] & & { cp $CA_HOME/root/ca.crt /etc/pki/ca-
trust/source/anchors/; update-ca-trust; }

HEHHHHHHHHHHHHHHHHHHHHHHHH S S HH
# Ubuntu root cert installation #
HEHHHHHHHHHHHHHHHHHHHHHHHH S S S HH
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[[ "$os" == "ubuntu" ]] & & { cp $CA_HOME/root/ca.crt /usr/local/share/ca-
certificates; update-ca-certificates; }
HHAHHEHHEHHEHH SR BB HHEH BB H BB HHRHH

mkdir -p $INSTALL_HOME/{backup,update} ~/.docker
mv $CFG_HOME/podman_auth.json ~/.config/containers/auth.json
chmod 600 ~/.config/containers/auth.json

sed -1 "s|DB_PASSWORD=.*|DB_PASSWORD=$netbox_db_password|"
$NETBOX_HOME/env/netbox.env

sed -1
"s|REDIS_CACHE_PASSWORD=.* | REDIS_CACHE_PASSWORD=$netbox_redis_cache_password |
" $NETBOX_HOME/env/netbox.env

sed -1 "s|REDIS_PASSWORD=.*|REDIS_PASSWORD=$netbox_redis_password|"
$NETBOX_HOME/env/netbox.env

sed -1 "s|SUPERUSER_PASSWORD=. * | SUPERUSER_PASSWORD=$netbox_admin_password|"
$NETBOX_HOME/env/netbox.env

sed -1 "s|POSTGRES_PASSWORD=.* |POSTGRES_PASSWORD=$netbox_db_password|"
$NETBOX_HOME/env/postgres.env

sed -1 "s|REDIS_PASSWORD=.*|REDIS_PASSWORD=$netbox_redis_password|"
$NETBOX_HOME/env/redis.env

sed -1 "s|REDIS_PASSWORD=.*|REDIS_PASSWORD=$netbox_redis_cache_password|"
$NETBOX_HOME/env/redis-cache.env

sed -1 "s|LDAP-BIND-PASSWORD | $LDAP_BIND_PASSWORD_NETBOX|"
$NETBOX_HOME/env/netbox.env

sed -1 "/netbox.dump/d" $CFG_HOME/netbox-compose.yml

$DOCKER_COMPOSE_COMMAND -f $CFG_HOME/compose.yaml up -d nginx

# starting the services

$DOCKER_COMPOSE_COMMAND -f $CFG_HOME/compose.yaml up -d
##project_k netbox start

$DOCKER_COMPOSE_COMMAND -f $CFG_HOME/netbox-compose.yml up -d
$DOCKER_COMPOSE_COMMAND -f $CFG_HOME/compose.yaml restart nginx

# check for gitlab readiness
echo -n Waiting for GitLab readiness
while [ "$(podman exec -it gitlab curl -sf http://localhost:8080/-/1liveness |

jq -r .status)" I= "ok" ];
do
echo -n .; sleep 5
done
echo
sleep 120

echo GitLab is Ready!

podman exec -it gitlab chown -R git /var/opt/gitlab/backups
podman exec -1t gitlab supervisorctl stop gitlab:puma

podman exec -1t gitlab supervisorctl stop gitlab:gitlab-workhorse
podman exec -1t gitlab supervisorctl stop sidekiq

podman exec -1t gitlab supervisorctl status

podman exec -1t gitlab bundle exec rake gitlab:backup:restore
GITLAB_ASSUME_YES=1 BACKUP=dump force=yes

sleep 30

$DOCKER_COMPOSE_COMMAND -f $CFG_HOME/compose.yaml restart gitlab

echo -n Waiting for GitLab readiness
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while [ "$(podman exec -1t gitlab curl -sf http://localhost:8080/-/1liveness |

jq -r .status)" I= "ok" ];
do
echo -n .; sleep 5
done
echo
sleep 120

echo GitLab is Ready!

$DOCKER_COMPOSE_COMMAND -f $CFG_HOME/compose.yaml restart nginx
podman exec -it gitlab bundle exec rake gitlab:check SANITIZE=true

cat <<END >> /etc/ssh/ssh_config

Host $GITLAB_NAME.$DOMAIN
PreferredAuthentications publickey
IdentityFile $CFG_HOME/gitlab_key

END

cat <<END >> /etc/ssh/ssh_config

Host $GITLAB_NAME
PreferredAuthentications publickey
IdentityFile $CFG_HOME/gitlab_key

END

echo $(<$CFG_HOME/gitlab_ssh_key) >> /etc/ssh/ssh_known_hosts

# configure Git

git config --system user.email "root@gitlab"

git config --system user.name "ITKey KeyStack"

git config --system --add safe.directory "$REPO_HOME/*"

rm -f $INSTALL_HOME/data/gitlab/data/backups/*

# Vault unseal

podman compose -f $CFG_HOME/compose.yaml exec vault vault operator unseal
$Unseal_Key

podman compose -f $CFG_HOME/compose.yaml exec vault vault login -no-print
$Root_Token

# remove unneeded env variables
unset SAN

printf "\n\n\n######H##HH#H$HSHSHHHHEHEHEHA RS RS HS RS RS HAH A A H S HE#4#4 N
echo "# YOUR INSTALLATION IS READY #"
printf "####H#HHAHAHAHAHS RS RS HH SRR AR S S S A A R #E \n\n\n "

echo "gitlab_runner_token" > $CFG_HOME/gitlab_runner_token

sed -1 "s|DB_PASSWORD=.* |DB_PASSWORD=netbox_db_password|"
$NETBOX_HOME/env/netbox.env

sed -1
"s|REDIS_CACHE_PASSWORD=.* | REDIS_CACHE_PASSWORD=netbox_redis_cache_password|"
$NETBOX_HOME/env/netbox.env

sed -1 "s|REDIS_PASSWORD=.* |REDIS_PASSWORD=netbox_redis_password]|"
$NETBOX_HOME/env/netbox.env

sed -1 "s|SUPERUSER_PASSWORD=. * | SUPERUSER_PASSWORD=netbox_admin_password|"
$NETBOX_HOME/env/netbox.env

sed -1 "s|AUTH_LDAP_BIND_PASSWORD: .*|AUTH_LDAP_BIND_PASSWORD: \"LDAP-BIND-
PASSWORD\" |" $NETBOX_HOME/env/netbox.env
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sed -1 "s|POSTGRES_PASSWORD=.* | POSTGRES_PASSWORD=netbox_db_password|"
$NETBOX_HOME/env/postgres.env

sed -1 "s|REDIS_PASSWORD=.* |REDIS_PASSWORD=netbox_redis_password]|"
$NETBOX_HOME/env/redis.env

sed -1 "s|REDIS_PASSWORD=.*|REDIS_PASSWORD=netbox_redis_cache_password|"
$NETBOX_HOME/env/redis-cache.env
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PEKOMEHIAIINU ITO OCBOEHUIO

Hns ocBoenust IIO «KeyStack SE» pexkoMeHayeM O3HAKOMHUTBCS C HACTOSLIMM
nokymentoMm «IIporpammuoe obGecnieuenne «OOmauynas mmardgopma KeyStack SE  v.1».
PykoBoxcTBo anmMunuctparopay», 1087746411378.62.01.29.000.001 91.

Onucanme Openstack CLI moctymHo mo ccbuike: https://docs.openstack.org/python-
openstackclient/latest/index.html

Onucanue HNHurerpanun c LDAP JOCTYITHO 1o
ccbuike: https://docs.openstack.org/keystone/pike/admin/identity-integrate-with-ldap.html
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